
Technical Overview

 

Automatic backup and on-demand, full-fidelity recovery—the ultimate choice for Dynamics 365 pro-
tection.

One Platform for all Dynamics 365 Services Flexible Backup Scope

Dynamics 365 Backup & Recovery

Comprehensive Backup

●    Platform Protection - Unlimited backup for all your 
Dynamics 365 content, ensuring your business-critical 
entities, records, forms, and field attributes are fully 
protected without losing associated metadata.

●    Automatic Backup - Your environment is protected from 
the moment you activate the product. Robust capacity 
options ensure your backup process starts automatically 
and runs up to four times a day (or every 6 hours). 

●    Flexible Backup Schedules - In conjunction with auto-
matic daily backups, schedule additional backups whenev-
er you want with the simple click of a button. Audit-based 
backup and recovery will capture all changes made within 
the point-in-time, 4x’s daily backup window for 
up-to-the-minute recovery of all changes. 

●    Flexible Backup Scope - Easily identify the items you 
want to back up, whether it’s for an entire organization, all 
entities, or the specific entities of your choice, all via an 
easy-to-use panel.

●    Backup Configuration - Near-zero configuration for daily 

   backup plans. Specify the scope you want to protect, and 
we’ll do the rest for you. 

●    Backup Overview - Offer an overview of your organiza-
tion protection status, such as the selected backup scope, 
backup schedule, protected entity number, etc.

●    Backup Details - View the four latest backup job details 
via an easy-to-read report dashboard including job status, 
time finished, total number of successful/failed/slipped 
items, and suggestions to remediate issues. 

●    Storage on Your Terms - Store backups in our default, or 
your own Microsoft Azure Storage, or any data destina-
tion accessible via Secure File Transfer Protocol (SFTP).



All-in-One Restoration Panel

Multiple Restore Options

Simple Searching Capability 

Powerful Data Recovery

●    Granular & Full-Fidelity Restore - On-demand, granular 
recovery of all Dynamics 365 content with metadata, 
properties, and permissions fully maintained. 

●    Multiple Restore Options - Quickly restore data at the 
organization, entity, record, and field level to eliminate 
business interruption.

●    In-Place Restore - Directly restore content to its original 
location without interruptions to your normal business 
work, ensuing all your content remains intact and correct. 

●    Simple Searching - Prioritize or focus on entities and 
records for targeted rollback of content based on proper-
ties, including property value keyword, content owner, 
date created, date modified and more.

●    Object-based Restore - Directly locate business-critical 
entities or records by utilizing the full-text search capabili-
ty for rapid discovery.

●    Point-in-Time Recovery - Recover quickly with time-based 
restores using a simple and intuitive calendar interface. 

●    Restore Related Records - Empower the flexibility to 
restore (or not restore) the related items tied to the 
records to ensure that system data maintains integrity.

●    Comparison View - Comparison view provides visibility 
into how your Dynamics 365 entities and records have 
changed over time, making it easier for you to restore 
data from the right backup.

●    Conflict Resolution - Your existing entities and records 
will be set to be overwritten by default if conflicts occur 
in restoration.

●    Restoration Overview - Review restoration details during 
a specific period of time via an intuitive circle chart report.

●    End-User Recovery – End users can rollback and recover 
accidental changes directly from the Dynamics interface. 



For a comprehensive list of new features in this release, please view our AvePoint Cloud Backup for Dynamics 365 Release Notes.
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Job Monitoring

Centralized Management & Security

●    Report Dashboard - Gives you visibility into how your 
organizations are protected with detailed backup and 
restoration report dashboard.

●    Job Monitoring - Track, manage, and report on all backup 
and restore processes through a centralized management 
console to monitor and enforce compliance with Dynamics 
365 policies. 

●    Data Encryption - Further safeguard your data from 
cyberattacksor leakage by utilizing Microsoft Azure Key 
Vault Encryption to meet compliance regulations around 
sensitive data. 

●    Email Notification - Receive advanced email notifica-
tions with detailed and summarized backup and recov-
ery information.
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