AvePoint

Unleash Power Platform Innovation.
Govern with Confidence.

By 2029, low-code technology platforms will power 80% of
mission-critical applications globally. (Gartner)

{2} The Challenge -@ - AvePoint's Solution

aiil Rapid and decentralized creation of &  With real-time visibility, delegated
apps, flows, agents, environments, administration, and proactive risk
Power Bl Reports, and “Pages” in monitoring, AvePoint enables IT and
Power Platform can lead to data business users to collaborate while
sprawl, security risks, and ensuring every app, flow, and agent
compliance gaps that traditional IT is secure, compliant, and driving
controls struggle to manage. business value.

Empowering Secure And Agile Innovation

The AvePoint Confidence Platform helps IT and governance leaders reduce data exposure
risks and streamline governance for Power Platform, enabling faster decision-making,
improved compliance, and more time for strategic work.

A

Reduce Risk Maximize Investment Boost Efficiency
Prevent oversharing and Reduce manual governance Streamline governance
unnecessary access of Power efforts, right-size premium processes with automated
Platform assets. Successfully connector costs, and scale policy enforcement and
satisfy audit and compliance solutions to accommodate centralized management of
assessments. Engage end growth and adoption in order assets, allowing IT to focus on
users to ensure platform to improve ROI. higher-value tasks.
growth is strategic and
manageable.
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End-to-End Governance That Scales

Full visibility, proactive lifecycle management, and automated governance ensure continued

business value and streamlined policy enforcement for Power Platform Assets.

Gain
Visibility

Agents, Apps,
Flow & Reports
Inventory

Employ continuous
discovery of new
elements, access and
permissions within
Power Apps, Power
Automate and
Copilot Studio.

Monitor
Continuously

Lifecycle
Management

Configure a re-
certification profile
to ensure assets
have a defined
purpose and are
still driving business
value. Manage
ownership, and
remediate
orphaned assets.

Involve
End-Users

Attestation

Empower end-users
to take ownership
of their assets,
ensuring they
remain relevant and
secure, and
contributing to the
health and hygiene
of their Power
Platform solutions.

Empower Admins And Protect Your Platform

Control With
Granularity

Policy
Enforcement

Ensure proper DLP

or other policies are

implemented for all
assets. Reduce
administrator
accounts with

simple RBAC

configurations.

Harness
Insights

Unified
Dashboards

Monitor trends in
who is creating
Power Platform

assets over time,

and surface risky
access or data
vulnerabilities to
prioritize
remediation.

Flexible Governance for Power Platform

Assets

Permissions

« Enable flexible admin delegation to regions,
business units, roles, etc. without granting
broad privileges to native administrative roles.

« Use simple role-based access control (RBAC)
configurations to reduce the amount of
administrator accounts required, while still
enabling users to manage their assets.

« Grant admins temporary access, driving agility
without compromising governance.

Create permission group

o——0

1. Basic information 2. Members

Select the available reports management action or access for the permission group.

vy O
v O

Microsoft 365 applications
» [ & Exchange
» O & Teams
Groups

- Users

» [ % SharePoint

* O = OneDrive

v O © Calling

« Apply DLP policies to environments to ensure
admins are responsible for their own scope of

data.
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Accelerate Innovation, Minimize Risk

Apply DLP policy x

Please note, the policy will be applied 10 the selected environments regardiess of the

DLP policy *

Development Policy
UAT Policy

Personal Productivity (Default Policy
Copilot Studic Policy

Production Policy

CoE Poliy

Manage And Govern Generative and Agentic Al

« Monitor trends in agent creation, usage and access
through our Copilot Studio Agent Dashboard to
remediate risky access, maintain compliance, and

drive adoption.

+ Drive visibility and accountability with custom
metadata and business sponsors for agents.

» Enforce environment-level policies to limit custom
Copilots, and gain visibility into builders, co-owners

and endpoints.

App registrations analysis 44 4
» 123 app registrations are detected.
» 108 app registrations are without property lock enabled.
Ik
» 37 app registrations have certificates expiring after 24 months.

* 19 app registrations have client secrets expiring after 12 months.

» 0 app registrations have certificates expiring in the next 14 days.

Go Beyond The Surface Of DLP Creation And
Enforcement

Define safe, non-business, and blocked connectors, and
configure which actions users and connectors can make
with granular DLP policies.

Deploy granular sharing controls for assets and
implement controls above and beyond DLP at flow
action and user level.

Tailor DLP policies, set access restrictions by
Environment, and create security groups to ensure only
the right people are creating within an Environment.

Total agents

Agent creators trend last 12 mon 96

Updated: May 8, 2024 08:06:19 AM
A2 3% than last month
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Drive Accountability for Enterprise Applications
and Risk

Enforce policies around who can access Power
Platform assets, and what data assets can pull from.

Configure an intuitive outreach workflow to verify
ownership, access control, and classification.

Automate lifecycle policies to dispose of assets that are
no longer driving value.
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Drive Efficiency And Unified Control

2. Basic settings

Name *

l Ownerless App l

Automate Operations, Governance And
Security
« Set and forget common provisioning, —
management and lifecycle workflows to increase oo ]
IT productivity. l”j’““f“ a
» Create automated, dynamic workflows based on e [ a[o J
events or conditions that you set. I o
Configure trigger scope * @
- Set manual trigger workflows on actions the [omweme o[ eyt - ]| et )
team may need to intervene on before taking e
corrective action. ©-
C: ] Back m
313 Centralized Visibility and Action

* Leverage exportable reports, cross-tenant
visibility, and delegation by territory for

Top connection makers o e |nf0rmed dECISIon-ma klng.

ATSAd .
rayhil@ave... I 70

» Understand creation trends, and where there

Jered Mt E—— may be duplicate assets to consolidate.

Norm.Young... N 36

Murugan.Bal... NN 16 . .

PR —— » See which objects are used most and may need
i — their own Environment as a critical business
foroner.. —11 app or flow.

Nick.Palerm... [INEEEEE 10

0 28 56 24 n2

+ Audit the changes made in a workspace
through bulk timeline exports.

About AvePoint

Beyond Secure: AvePoint is the global leader in data security, governance, and resilience, going beyond
traditional solutions to ensure a robust data foundation and enable organizations everywhere to
collaborate with confidence. Over 25,000 customers worldwide rely on the AvePoint Confidence Platform
to prepare, secure, and optimize their critical data across Microsoft, Google, Salesforce, and other
collaboration environments. AvePoint’s global channel partner program includes approximately 5,000
managed service providers, value-added resellers, and systems integrators, with our solutions available
in more than 100 cloud marketplaces

Discover More: www.avepoint.com
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