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DIGITAL SOLUTIONS




Digital transformation is adopting new digital tools and technological innovations

that alter the mining process, such as process automation, predictive maintenance,
and performance monitoring.’

The mining industry, traditionally reliant on heavy machinery and manual processes, is embracing the evolution of the
digital landscape. We see digital transformation in the mining sector involves the adoption of advanced technologies
such as the Internet of Things (IoT), artificial intelligence (Al), machine learning (ML), and cloud computing. These
technologies enable mining organisations to collect and analyse vast amounts of data, leading to more informed
decision-making, boosted productivity, and optimised operations. Supporting these changes drives down the required
onsite operational personnel and lessens the environmental footprint.

As the industry becomes increasingly reliant on digital platforms, mining organisations must be aware of the risks
associated and prioritise data protection and security. Mining operations depend on interconnected systems and
automation, and any operational disruptions can have severe financial and safety implications. A malicious attack can
gain unauthorised access to control systems and confidential information, or worse, alter processes, causing catastrophic
repercussions. Not only are malicious attacks something to consider, but unintentional data breaches also put the
organisation at risk by exposing personally identifiable information or financially through fines for breaches and costs
because of a breach, and lastly, reputationally through the loss of trust with partners, investors, or the public.

In Australia and New Zealand, organisations are focused on maximising their technology investment, ensuring robust
security, protecting information, and complying with industry regulations. They can transform business processes and
implement cost-saving strategies by safeguarding their data, optimising information management, and managing
ever-increasing storage costs.

) -
J‘

"Will Owen, The digital transformation is changing the mining industry for good, Global Mining Review (June 2021)



AVEPOINT CAN SUPPORT YOUR

TRANSFORMATION JOURNEY
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EVERY STEP OF THE WAY

We know the importance of sensitive and critical data
managed by mining organisations, including exploration data,
Environmental Impact Assessments (EIA), mining licenses

and permits, financial statements and reports, personal
information of employees, investors, customers, and partners,
and more. Enabling the management of this information can
be a fine line to success.

AvePoint, a leader in data management, security, and
governance, offers a suite of innovative and leading
solutions addressing common challenges across different
platforms. The AvePoint Confidence Platform offers
comprehensive Saas solutions to modernise the digital
workplace, ensure resiliency, security, and operational
excellence. A unified approach reduces the complexity and
risk of managing multiple disparate systems, allowing mining
organisations to focus on their core operations without
worrying about data breaches or compliance issues.

Migrate, Restructure, and Consolidate Data

The journey begins with AvePoint Fly, facilitating seamless
migration or consolidation of data from on-premises or
cloud-hosted mail, files, and collaboration systems. AvePoint
can easily migrate more than a dozen cloud sources, including
G-Suite, Slack, Box, Dropbox, and the critical business data and
context held within Teams chats or Slack channels amongst
other business applications used for a variety of purposes.

This ensures critical business settings are accurately
transferred to new environments with zero downtime,
minimising service disruption and allowing continued and
smooth operations.

“With AvePoint Online Services, we have

full confidence that we can retrieve what
we want, when we want. We can now
restore an item to its previous location,

so important documents are continually
available. It is a good tool to have and has
definitely made our lives easier.”

Alexandra Prisacaru
SharePoint Administrator, M| Flood
Technology
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“The migration with AvePoint was one of
the smoothest | have ever experienced. I've
performed dozens of migrations, including
record systems, legacy systems, and email
file migrations, but this was one of my top
three migrations ever. We hit everything
exactly as it was set and scoped.”

Ben Haslett
Business Solutions Team Lead,
Wodonga TAFE
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Backup and Protect Critical Data Ensuring
Business Continuity

The mining sector has experienced a range or operational
impacts over the last year specifically related to cyberattacks.
Experiencing loss of customer or partner relationships of up to
30%, public safety at 28%, and production shutdown at 26%.
Imagine the loss of operational capacity, which impacts on the

ability to undertake business and results in a loss of profits.

As seen in the statistics above, data loss could disrupt critical
processes and fail to meet regulatory requirements, leading
to reported operational shutdowns or compliance violations.
AvePoint Cloud Backup can help stop bad actors by
proactively detecting ransomware by monitoring unusual
activity and notifying the organisation when this occurs,
which transforms the process of identification from reactive
to proactive, reducing the investigation effort and timeframes
in these instances.

Providing built-in storage and encryption, flexible retention,
and the ability to perform point-in-time restores using

a simple calendar-based interface, ensuring critical data is
protected in the event of data loss.

Unlike many competing solutions, AvePoint enables the
protection of critical business applications such as Microsoft
365, Microsoft Teams, Power Platform (i.e. Power Apps, Power
Automate, etc.), Azure, Entra ID, Dynamics 365, Salesforce, and
more. Knowing your critical information and applications are
safe and recoverable gives peace of mind and continuity.

“AvePoint Cloud Backup has helped us comply
with the Mitigation Strategies to Recover Data
control from the ACSC Essential 8 and related
ISM (Australian Government Information
Security Manual) control.”

Andrew Chambers
Executive Manager, Information and Technology,
Regional Investment Corporation
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“AvePoint’s Cloud Backup for Microsoft
365 protects MIND ID data, delivering
easy self-service and point-in-time
restores that employees have already
leveraged after an unplanned data-
loss incident. The user interface is
quite modern. The solution performs
restores successfully. That has been
the real test — and it's good.”

Widiya Kumoro
Head of ICT and Digitalization, MIND ID
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Implement Robust Governance Across
Digital Platforms

The mining industry are required to meet several
environmental, social and governance (ESG) responsibilities.
To do this, organisations need to be proactive in managing the
technical environment in which they operate.

Microsoft 365 and Power Platform are essential productivity
solutions for many organisations, however they also come
with significant challenges in scaling your management and
platform consistency, compliance and security.

AvePoint offers advanced governance solutions to help
mining organisations maintain control over their digital
environments. Drive controls that surround provisioning the
right information for the right people, ensuring protection
of personally identifiable information, sensitive files are

not adequately protected, and identification of unknown
risks with shared content. Enabling your organisation to
proactively act on the insights, enabling the remediation of
high risk or exposed content.

These solutions provide the necessary oversight to manage
user access, data sharing, and application usage effectively.
Organisations with robust governance structures are better
positioned to manage these risks and maintain their social
license to operate.

Empower Secure Collaboration with
Automated Workspace Governance

Organisations can help prevent incidents or exposures which
could impact mining operations or jeopardise confidentiality,
with a comprehensive approach to workspace governance.
Helping reduce risk with proactive membership and policies
enforcement, working in concert with your information

governance requirements. AvePoint provides the ability to

“The AvePoint solutions have enabled
Hapaitia to reduce manual activities
without sacrificing security or control.
They have also resulted in significant
time and cost savings, maximizing
resources, and freeing up time to focus
on other important tasks.”
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“Policies and Insights has
transformed our risk management
practices, allowing us to discover
surprising and immediately
actionable risks every time we run it.
With the solution, we have been able
to identify and mitigate risks faster,
providing our clients with peace of
mind knowing that their digital assets
are secure.”

lan Bennett
CEO and Digital Workplace Consultant,
Custom365

CUSTOM

implement your framework in Microsoft 365, minimising your risk level in exposed information down to the workspace

level. Enabling scalability with automated IT services by giving users the autonomy to provision a new workspace, while

still ensuring that organisational policy and compliance needs are met. You can enable your organisation to administrate

in a way that meets the operational structure, even if you have many divisions on a centralised tenant.



Manage Information Lifecycle for Storage
Optimisation

Organisations are creating more data than ever. With critical
information being managed in a range of line of business
applications, managing this information is critical to ensuring
content sprawl does not lead to greater exposure to risk,
increased compliance challenges, or rising storage costs.

Inconsistent, siloed, or poorly integrated information poses
a significant barrier to managing the lifecycle of information,
resulting in inaccurate and poor timely decision-making.
The consequences of such fragmentation are manifold and
can lead to strategic setbacks, operational inefficiencies,
compliance risks, and safety concerns. Not only is this
essential but for organisations looking to implement Copilot
for Microsoft 365, it is even more crucial to keep data only
as long as necessary to ensure the Al models are trained
with high quality and relevant data.

AvePoint Opus is a comprehensive information
management solution that streamlines information
lifecycle governance processes within digital environments.
Supporting the automated classification, retention, and
disposal of content, helping mining organisations meet
compliance regulations and reduce storage costs. AvePoint
Opus helps organisation save significant amounts on storage
costs and mitigate overage fees by configuring automated
archiving rules to move content to cheaper storage.

“We have to work smarter, not harder. That's where AvePoint
Opus really ticks all the boxes. Users don’t even know
records management is happening in the background of
Microsoft 365. People work where they need to work and the
majority of record-keeping done for them. It's an easy user
interface and an easy way for them to work.”

Damien Ferguson
Coordinator Digital Transformation, Southern Grampians
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Fulfil Records Compliance Obligations

Mining companies must comply with various international
standards for information management. This standard
provides a high-level framework to ensure records are created,
maintained, and disposed of in a manner that meets legal and

regulatory requirements.

AvePoint Opus is built to achieve compliance with your
company’s own policies as well as rapidly changing regulatory
requirements. Backed by AvePoint's powerful security and
governance framework, Opus is IRAP Assessed to a Protected
level, ISO 27001 and SOC Il type Il compliant. AvePoint solutions
provide data encryption, multi-geo capabilities, and detailed
reporting to support compliance with these regulations. Rest
easy knowing that you're not holding on to too much - or too
little - information, which means less risk of fines, brand injury,
loss of assets, litigation, and exposure.

Maximise the Value of Technology
Investments

There are several ways to measure productivity, but many
traditional mining operations spend little time looking at
variables that impact employee output. With valuable data-
driven intelligence on how users leverage Al-powered
productivity tools, organisations can measure employee
experience by tracking adoption trends, pinpointing untapped
opportunities for increased engagement, and identifying areas of
improvement to build training around.

For organising on the Copilot path, AvePoint tyGraph for Copilot
provides actionable insights to enhance Microsoft 365 Copilot
utilisation and careful management. By leveraging detailed
reports and analytics, organisations can understand usage
patterns to ensure efficient license allocation and maximise ROI.
It can also identify high-impact use cases and power users to
drive adoption and share best practices across the industry.

“AvePoint Opus automated a heap of
things | would have to do manually
or get the end user to do - which

we know is never successful. With
AvePoint's help, we're much better
than where we were 12 months ago.
Our records are classified. Retention is
applied. We have audit trails and legal
destruction of records.”

Kerri Ricketts
Manager, Records, Information, and
Capability at Bendigo Kangan Institute
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“tyGraph's insights are invaluable in
helping us make informed decisions
to improve team member satisfaction
and facilitate company intranet
adoption.”

Angie Seals
Senior Director, Enterprise Productivity
Systems, Greystar

GREYSTAR

Redefining Excellence in Apartment Living.




Enhance Employee Training and Al Adoption

Comprehensive training programs are not only a necessity
but also a strategic imperative for organisations to thrive in
an Al-driven world. Employee training programs must be well
thought out to nurture a highly skilled workforce that will
use Al tools responsibly and effectively, reduce the risk of bad
output, and produce more valued insights.

Organisations can now tap on learning and development
(L&D) platforms, such as MaivenPoint Curricula, to profile
and track employee skills and competencies in a personalised
way. These new platforms are designed to provide a more
granular way for L&D leaders to gain continuous insights

into individual, departmental, or organisational skills needs.
Compared to a traditional general approach to employee
training, this provides more flexibility and customised digital
upskilling investments to teams or talents that are critical to

the company.

The Most Advanced Platform for SaaS and Data Management

“Curricula has helped us offer the
highest quality professional
development courses and streamline
all of the administration activities
associated with that. It has been

a mission-critical solution for

online course delivery and tightens
our alignment with the national
SkillsFuture initiative.”

Mr. Neo Wei Woon
Director, SQI International Pte Ltd
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Securing the Future. AvePoint is the global leader in data security, governance, and resilience. Over 21,000 customers

in more than 100 countries rely on AvePoint Confidence Platform to prepare, and secure their data across Microsoft,

Google, Salesforce and other cloud platforms. Additionally, AvePoint's global channel partner program includes over

3,500 managed service providers, value added resellers and systems integrators, with our solutions available in more

than 100 cloud marketplaces. To learn more, visit www.avepoint.com.
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