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CONTENT SHIELD

Protect. Manage. Proactively enforce information governance policies to tag,
guarantine, or remove inappropriate or non-compliant content from Microsoft®
SharePoint® 2010.

KEY BENEFITS

= Enhance information governance policy enforcement for content classification and management by automatically tagging
SharePoint content based on pre-configured or customized dictionaries

= Protect SharePoint from inappropriate or non-compliant content — including personal, profane, or discriminatory content —
with configurable quarantine and removal

= Proactively monitor compliance with comprehensive risk assessment reports and email notification upon identifying
inappropriate or non-compliant content residing in SharePoint or connected file shares

= Implement and enforce governance and compliance policies in ordinance with stringent regulations — such as the Health
Insurance Portability and Accountability Act (HIPAA) — for sensitive content, including personally identifiable information (PlI)

Proactively enforce information
governance for Microsoft® SharePoint®

ENSURE COMPLIANCE OF ALL CONTENT UPLOADED
Microsoft Partner INTO SHAREPOINT

Application Development
Collaboration and Content

DocAve Content Shield helps automate the enforcement of information governance policies for
tagging and classifying sensitive content to ensure regulated content is subject to appropriate
FREE storage, security, and management policies. Content Shield quarantines non-compliant or

30-DAY TRIAL inappropriate content — such as Pll or profane and discriminatory content — based on customizable
keyword dictionaries, phrases, and patterns, facilitating proactive compliance for Windows
www.AvePoint.com SharePoint Services — Version 3, Microsoft Office SharePoint Server 2007, or SharePoint 2010.




TECHNICAL OVERVIEW

= Configure multiple, fully customizable dictionaries based on keywords, phrases, numbers, and patterns to scan against SharePoint
content and file shares connected with DocAve Connector

= Conduct a comprehensive assessment of SharePoint’s risk of non-compliance to identify sensitive or inappropriate content by
scanning content against configured dictionaries

= Scan SharePoint content and connected file shares against pre-configured dictionaries for Pll to more easily comply with HIPAA and
HITECH regulations

Proactively monitor SharePoint for inappropriate or non-compliant content by conducting real-time scans of all content upon
upload as well as scheduled scans of connected content and content already residing in SharePoint

= Prevent uncompressed video files, executables, and other undesired formats from residing on SharePoint by scanning against
content and file type dictionaries

Ensure global SharePoint environments remain fully protected from non-compliant content, and enforce tagging policies for
sensitive or regulated content with multi-language support (Unicode)

Prevent spillage and other forms of environment contamination by tagging, quarantining, or removing content from SharePoint
upon identification of sensitive or inappropriate content

Apply digital signatures to override wrongfully quarantined content

Enable compliance teams to act quickly upon identification of sensitive or non-compliant content with instant email notifications
and user-friendly reports

Access and browse all quarantined content to approve or reject for SharePoint repositories via SharePoint’s Central Administration
interface, regardless of quarantine location

Fully integrated into SharePoint Central Administration for efficient and centralized management

Risk Summary:

Create a customized dictionary of phrases, keywords, and number patterns to keep your platform compliant.

With DocAve Content Shield, organizations can establish a culture of proactive, preventative, and automated compliance for their
SharePoint deployments. As with all AvePoint products, DocAve Content Shield utilizes only fully supported Microsoft
methodologies and APIs.

How to Buy DocAve

Call: 201.793.1111 AvePoint Global Headquarters For US Government Organizations:

525 Washington BIvd. Suite 1400 DocAve can be purchased directly from
Evaluate DocAve for free at: Jersey City, NJ 07310 GSA AvePocl;nstAordthrotugh the GSA website at
www.AvePoint.com/download Phone: 201.793.1111 Fax: 201.217.8709 www.GSAadvantage.gov.

E-mail: Sales@AvePoint.com

See why you should choose AvePoint as a strategic SharePoint partner, visit www.avepoint.com/about.
Join the AvePoint community at www.AvePoint.com/community.
Accessible content available upon request.
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