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Unleash the Power of You

Office 365 Security Concerns: Stop Data 
Leaks / Insider Attacks
Protecting sensitive data doesn’t need to slow down your organization's ability to share and collaborate
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Today’s Speakers

John Hodges
SVP of Product Strategy

John is focused on developing solutions 

that address modern data protection 

needs for organizations worldwide, 

working with many Fortune 500 

companies to drive sustainable adoption 

of Microsoft technology.

Hunter Willis
Product Marketing Manager

Hunter is the President of the Richmond 

SharePoint User Group. He is a top 

contributor for AvePoint’s blog as well as 

CMS Wire, and has been featured in over 

a dozen publications, most notably the 

Wall Street Journal.
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Agenda – Protecting Sensitive Data

WHO: Who has access? 
• Overview of direct sharing in Teams

• Overview of sharing with external users / guest accounts

• Overview of AD Groups vs. Microsoft 365 groups

WHAT: Defining risk and finding data!
• Define “sensitivity” for content

• Native discovery options (for E5/M5 customers)

• Native content search (for all ‘E’ license levels)

HOW: Building and tracking policies!
• Natively applying DLP / Sensitivity Policies

• Summarizing this data

• Scoping and applying policies 



© AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Why are we here? Regulatory Pressure!

Determine the cross section of your data that 

needs to be tightly controlled from access to 

foreign nationals or entities

Detailed activity logs and on-demand reports 

available to always know how files are being 

accessed or shared

Ensure that data repository site is hosted in the 

US and that all employees of both provider and 

data center are US citizens

Ensure proper data purging for the purposes of 

removing redundant and obsolete data through 

automated lifecycle policies

Identify and classify data throughout its entire 

lifecycle in order to assess individual risk and 

governance (i.e. USML, MTCR, etc…)

Proof of having methods to identify ALL 

sensitive data, security policies and practices to 

protect it, and ability to resolve violations
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Why are we here? 

How difficult are ISO certs and security team audits? 

Permissions reports & 

security searches

Where and how is sensitive 

content being used

How do I validate my 

collaboration is secure
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This Team contains sensitive 

information
An external user (Roy) has 

access to this Team. 

A document has been 

accessed 10 times in the past 

month. 

With research we can try to find

Permissions Reports

Roy, an external user, has access to 

confidential info and has accessed it 10 

times this past month. 

to

What does Roy (ext) have access to? Has Roy accessed anything? Is anything that’s been accessed sensitive? 



Who has access? 
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Teams, Groups, Sites, oh my… 
Where is my source of truth for “who has access”?

Teams vs. SharePoint access…

The same, right?!
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Teams, Groups, Sites, oh my… 
Where is my source of truth for “who has access”?

Where were these links pasted?

Who is/was in these groups?

The files say… ?
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“Who has access”… Sharing is caring!
And it’s easy

Sharing buttons in Office Apps
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“Who has access”… Sharing is caring!
And it’s easy

OneDrive: Teams 1-1 and Office Apps 
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“Who has access”… Sharing is caring!
And it’s easy

Private Channels in Teams
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“Who has access”… Sharing is caring!
And it’s about to get easier!

Stream Enhancements 

(Ignite 2020)
• Recordings & videos 

now behave like files!
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Reminder: How we got here

Anonymous & External Links

So Easy! “Everyone except external” 

Large and Nested Security Groups

Explicit people hiding in the wings
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Teams “Files” are really SharePoint files…
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It’s about to 
get worse….
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TO WHAT?
WHO?



How do we define risk?
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What do I 
gain?

Focus only 
on what’s 
important, 
ignore the 
noise. 

108
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327

Files

78 

Files

266

Files

187

Files
877 Files
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Files

1,265

Files

654

Files
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Identifying Sensitive Data Natively  
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Sensitive Information Types are the Key! 

Sensitive Info 

Types are PRE-

INDEXED for 

use in policies!
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Creating a Content Search for Sensitive Info

SensitiveType:"Credit Card Number"



How do we build policies?
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Roy, an external user, has access to 

confidential info and has accessed it 10 

times this past month. 

Now let’s restrict his access with a policy 

that blocks external users Roy from 

“sensitive” Teams!

This Team contains sensitive 

information

to

Sarah granted Roy to this file, but we reverted it and 

sent Sarah a notification as to why

Better Stories Stronger Policies=

to

From

An external user (Roy) has 

access to this Team. 

A document has been 

accessed 10 times in the past 

month. 
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This Team contains sensitive 

information
An external user (Roy) has 

access to this Team. 

A document has been 

accessed 10 times in the past 

month. 

With research we can try to find

Permissions Reports

Roy, an external user, has access to 

confidential info and has accessed it 10 

times this past month. 

to
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Retention and Sensitivity Labels

Lock files 
based on 
sensitivity.

Can apply to 
specific 
locations in 
O365
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SharePoint, OneDrive, and other “Sites”

Restrict external sharing and 

control provisioning. This can 

hamper adoption…

…but they will do what they need 

to do to get the job done. This is 

why Shadow IT happens.



© AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

The Teams admin center has some controls… 

…and a few on who 

can potentially be 

added to which 

Teams, or what kind 

of content can be 

where.
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The importance of a layered approach! 

If you need “real-time” 

protection…
Data Loss Protection (DLP) / 

Cloud App Security (MCAS)

If you need “suspicious 

behavior” detection… 
Insider Risk Management (IRM) 

https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management?view=o365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=o365-worldwide
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How can we solve the problem with AvePoint?

• Aggregate access, sensitivity, 

and activity data

• Regulations and information 

types define risk

• Prioritize to easily expose 

issues – focus on what 

matters

• Prevent configuration drift 

with automated policies

• Trigger alerts or roll-back of 

unauthorized changes

• Track improvements over 

time – prove your 

collaboration is secure!

• Security dashboards 

highlight anonymous links 

and exposed sensitive data

• Drill down on known and 

potential issues

• Fix as you go – edit 

permissions in batch

Find & 

Prioritize
Monitor & 

Fix

Enforce & 

prevent
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Highlighting 

high-risk 

scenarios in 

your 

environment

Reducing false-

positives by 

working with 

native Microsoft 

sensitive 

information 

types*

*(Office 365 E3 feature)
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Tracking risk 

over time to 

understand 

changes to your 

environment 

Proactive policy 

enforcement for 

Groups, Teams, 

and other 

services to 

protect content
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Cached 

Permissions 

support

quick-reports 

on Users, 

Groups, Teams, 

Anonymous 

Links, and 

External Users 

Integration

with Cloud 

Governance 

Renewals for 

Permission 

Reporting
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Roy, an external user, has access to 

confidential info and has accessed it 10 

times this past month. 

Now let’s restrict his access with a policy 

that blocks external users Roy from 

“sensitive” Teams!

This Team contains sensitive 

information

to

Sarah granted Roy to this file, but we reverted it and 

sent Sarah a notification as to why

to

From

An external user (Roy) has 

access to this Team. 

A document has been 

accessed 10 times in the past 

month. 

Applying corrective actions.
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Craft policies 

that can adapt 

to the way 

your teams 

work and 

block the 

most common 

risks in your 

Microsoft 365 

environment!
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Available Rules Value

Classification Protection Keep Group / Team owners from modifying native classifications

External Sharing Settings Govern Guest Access for individual Teams and Groups

Membership / Ownership 

Restriction
Whitelist / Blacklist users by name or AD properties (role, title, geography, dept, etc.)

Outlook Group Visibility Controlling visibility of Groups / Teams upon creation to flag violations

Membership / Ownership Size Cap the size of Members / Owners by a specific number, preventing top-heavy groups

Privacy Restriction Prevent Groups / Teams from switching from Private to Public teams, affecting visibility

Access Request Settings For SharePoint / OneDrive to enforce how permissions are processed

Deletion Restriction Control SharePoint (libraries, sites) deletions to create a safer work environment

Permission Inheritance Monitor for broken inheritance and standardize how information is shared

External User Scans Identify external user access to SharePoint and OneDrive content

Site External Sharing Settings Control the SharePoint and OneDrive external sharing settings for each site

Rules available to build Policies:
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• Define what sensitive means and reduce false positives

• Understand what files have sensitive information and why

• Track user adoption and understand what content is useful and what’s not

• Automatically contrast sensitive data with access

• Immediately and continuously understand exposure

• Get insights into different aspects and levels adoption and data risk 

• Easily craft policies to the needs of your organization

• Take quick, decisive actions by reverting activity or get notified in near real time

• Increase compliance without inhibiting user behavior

• Maintain a record of adoption and exposure reduction over time

• Chart long term behavior improvements and enforcement

• Provide easily digestible reports to stakeholders

Prioritize security 

issues with ease

Prove Your 

Outcomes

Automate 

Policy enforcement

Monitor what’s 

important Easily monitor user activity, permissions, and sensitive content.

Take action where it matters most, optimizing efficiency and 

business impact.

Prove adoption and risk reduction to your stakeholders and 

organization.

Reduce oversight burden with quick, decisive, automated actions 

in near real time.
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More resources:

See PI In action! How to videos available here…

Implementing a Best Practice Approach to Risk-Based Data Protection and 

Cybersecurity

Securing Collaboration: 5 Risk Management Challenges in Office 365

The difference between external access and guest access

Data Protection and Compliance Resources

https://www.youtube.com/results?search_query=avepoint+how+to+policies+insights
https://www.avepoint.com/resources/whitepaper-form/4429
https://www.avepoint.com/blog/protect/office-365-risk-management/
https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-external-guest-access/
https://www.avepoint.com/resources?topic=data-protection-compliance
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https://www.avepoint.com/events/webinar/avepoints-newest-solution-protects-your-o365-data?utm_source=linkedin&utm_medium=social&utm_content=asset-lp&utm_campaign=manage-na

