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If you think you don't need back up in the cloud,
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About AvePoint: Corporate Overview

Migrate. Manage. Protect
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Econocom in Belgium

‘+650

Employees

‘ Portfolio — 5 areas of expertise

Digital workplace
Infrastructure
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Agenda : O365 What You Need to Know

AW oS

Why do you need Backup for Office 365

Office 365’s native backup capabilities & common risks
Solution for Backup and granular restore

How other organisations have solved their backup challenges




1. Why do you need Backup for Office 365



Why WOU ‘d ’ Isn't that why | went with a cloud service?
yOU Dackup . /
the C‘OU d7 V Doesn't my cloud provider have me

covered?
: J/
= Do | really need it?
: J/
'@; How would | do that anyway?
V o
b /
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Understanding today’s business goals

(5

Be More . Digital
. Manage Risk |
Competitive Transformation
How can | improve IT s information protected? How do | extract more
efficiency? Who has access? business value from
_ Technology?
| need to keep my costs How quickly can |

in check! respond? How do | “light up” cloud

features with minimal risk?

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Who has you covered? FORRESTER

M Share
FOR INFRASTRUCTURE & OPERATIONS PROFESSIONALS

Back Up Your SaaS Data — Because Most
SaaS Providers Don't

By Naveen Chhabra
with Glenn O'Donnell,
Will McKeon-White,

Bill Nagel
Cloud-To-Cloud Backup Is The Only Practical Option For SaaS Data
Protection
December 29, 2017
Why Read This Report Table of Contents
Software-as-a-service (SaaS) is a popular element of a sound technology strategy. While almost Few Firms Protect Their Cloud

all SaaS vendors explicitly state that protecting data is the customer's responsibility, infrastructure Data From Obliteration

and operations (I&QO) leaders usually send critical data to those providers without any plan for
ensuring data resiliency. Back up SaaS data or risk losing customers, partners, and employees.
Stop leaving the door open to data loss, and start proactively protecting cloud data before it's too
late. This report helps 1&O leaders navigate the landscape of SaaS services and data recovery.
This is an update of a previously published report; Forrester reviews and updates it periodically for
continued relevance and accuracy.

You Can — And Must — Mitigate
The Risk Of Losing SaaS Data

Recommendations

Don't Make Assumptions: Grill
Your SaaS Provider About ®
Backup



2. Office 365 Native capabilities & common
risks



NEED T0 : '

BACKUP

Accidental Malware/ Malicious
THE DATA Deletion ‘ Ransomware User

Application
I sync
overwrite

< Data Loss Can Happen >




Who is responsible for backup?

Microsoft Protection Customer Responsibility

' Loss of data due to departing employees and deactivated
s Loss of service due to hardware or infrastructure failure W pAriE Empiey

accounts
s Loss of service due to natural disaster or data center outage vy Recovery from prolonged outages
% Short-term (30-day) user-error with recycle bin/version ¢ Loss of data due to malware/ransomeware, malicious
history (including new OneDrive "Files Restore") insiders/hacktivists

% Short-term (14-day) administrative error with soft-delete for
Groups, Mailboxes or services-lead rollback.

¢ Long-term accidental deletion coverage with selective rollback




What other requirements do you have?

Common customer challenges for data access & protection

Data ownership Ease of restore Comprehensive coverage
Data sovereignty Out of place restore for Ofﬁce 50 HENVICES ,

| including Exchange Onling,
Data retention — have SLAS Restore from former SharePoint Online,
beyond Microsoft coverage employee data OneDrive for Business,
Data protection in case of Restore granular content Project Online, Groups
ransomware attacks without overwriting Dynamics 365 Backup

unrelated data
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3. Solution for backup & granular restore



Introducing AvePoint Cloud Backup
>

Unlimited, automated backup for your Microsoft Cloud assets

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive
for Business, Exchange Online, Project Online, Groups, Public folders and Teams. Unlimited options
give you flexibility to protect content as your organizational needs dictate.

Delegated & granular restore, in or out of place

Search for and filter content for restore based on properties—including content type, owner, date
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore
granular content in place or out of place — even to your file system or export as a PST!

Visibility and control over protected content

Simple dashboard display gives immediate insight into what services are covered — and where you
may be exposed. Whether you bring your own storage — or use AvePoint's Azure storage — you
retain full control over your protected content!
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O Cloud Backup =

H
Q ome @

I} Office 365 Backup -

Exchange Online OneDrive for Business

Restore

Data Subject Access
Requests @ @

Activity Report
Next backup will be on Feb 19, 2019 8:23 PM (—

Settings Backing up 17%...Details

»  Account Management

»  Maotification Settings
» General Settings

»  Mapping Settings

Adf Dynamics 365 Backup »

AvePoint Cloud Backup Portal

Configure and manage the backup of each service
within Office 365 individually from the portal, across

multiple tenancies if required.

Restore content in-place and out-of-place, also across
tenancy.

Export backup stats and user activity for reporting.

Project Online Public Felders

SharePoint Online Office 365 Groups Teams

< 9 9

Mext backup will be on Feb 19, 2019 5:41 PM Next backup will be on Feb 19, 2019 7:04 PM

Backing up 76%...Details

@ PROTECTED

Last Successful Backup: Feb 19, 2019 3:43 PM

ii Teams

Backup Details Restore Details

Finished

Feb 19, 2019 3:45 PM Job Summary

Finished

Feb 19, 2019 9:45 AM

¢ successful 23 Mext backup will be on

fotel skipped 17 Feb 19, 2019 7:04 PM
- 40 ® Failed 0 e 1= ;
Finished
/] » View Details
Feb 19, 2019 3:45 AM

Feb 18, 2019 9:46 PM

P { Finished ,

Dynamics 365 Backup
Office 365 Backup and Recovery with AvePoint

DP @ @ @ Cloud Backup Overview | YouTube | 2017 DP


https://www.youtube.com/watch?v=K1fqKeF5aOA

AVA: AvePoint's Virtual Assistant

Search or type a command

@ AvA

Conversation  About

Restore an e-mail

259 PM
Restore a file

AVA Z59P
@ Do you remember the name of the item?

2:59 PM
Report-2018

AVA - 2E0F
@ Here is the information of the file:
Name: Report-2018.docx

Path: https://m365x700266-my.sharepoint.com/personal/
admin_m365x700266_onmicrosoft_com/Documents/Report-2018.docx

Last Backup Time: 2018-06-20 08:38:00 AM

Type 3 new message

A ¢ © B B E
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Home

Office 365 Backup v
1) Restors

Data Managernent ~ |

= [Diata Subject Acoess Requests |
[*4 Job Monitor
[:*] Reporting ﬁ
= License Consumption Report
n Job Analytics
= Syctam Auditor
= AV Report
f Settings -~
= Account Management
= [Maotification Settings
n (General Settings

= Mapping Settings

Dynamics 365 Backup ¢

Data Subject Access Reguests

How can AvePoint Cloud Backup help you with GDPR compliance?

When an EU Citizen exercises their Right-to-be-Forgotten under the EU GDPR Article 17 or submits a DSAR - Data Subject Access
Request under the EU GDPR Article 15, an organization is required to respond to these requests by retuming and potentially
deleting data from their backup data sets. This can include information in a former employee's Mailbox or OneDrive. AvePaint
provides a way to both discover and delete data from our backup data sets in response to these requests.

Discover & Delete -
Leverage this interface 1o comply with GDPR reguests regarding the Right-to-be-Forgotten or Data Subject Access Right requests to find, export, and delete
content based on 3 user's profile.

S (loud Backup and GDPR

Track job pregress and download reports.

Cover any Article 15 requirements
Cloud Backup can export Mailbox and OneDrive data
for named employees/contractors.

Adhere to Article 17 requests
Mailbox and OneDrive data can be deleted on
demand. Defensible deletion preserves audit records.




@ Data Management
Job Monitor

Reporting

n Licznse Consumption Report

= Job Analytics

= Systamn Auditor

AR Repart

i Settings

= Account Management

Maotification Settings
= (zeneral Semings

= [Mapping Settings

Dynamics 365 Backup

License Consumption Report

Dashboard Uzage

License Details
Atz Glanos

3/5a

Total Capacity (GB)

/5 &

Total Users

5

Capacity per Seat (58]

Paf Yaar

Largest Consurmer
By License Type

17.28 GB

License Utilization
375 GB Total Capacity

To increase your account capacity,
rzach out to your Sales

SharePoint Online

Top License Consumers
By Source

SharePoint Online
OneDrive for Business
Exchange Online
Project Online

Office 365 Groups

Usage History
Last & Months

2284 0GR

480 GB

2358

508 M2

276 MB

Understanding Usage

The Live Consumption Report Dashboard will show
how much data is being backed up, where the
majority of this data is within Office 365 (by workflow),
and also shows the product usage history..



@ Data Management
Job Monitor
Reporting

n License Consumption Report
= Job Analytics

= Systam Auditor

AVA Report
i Settings

= Account Management

Maotification Settings
= (zeneral Semings

= [Mapping Settings

Dynamics 365 Backup

General Settings

. Backup Settings Ercryption Key

K Storage Location® (D) Default storage location
Change to my own storage
Retain the data for Your backup data retention policy iz Unlimited.

s You can customize the number of years of retention applied to backup data from =ach service.
El Usz a custom retention policy for each service
Exchangs Online Unlimited
CneDrive for Business Unlimited fEars
A Sharefoint Online 5 oo(\((\e - years
Crffice 385 Groups oew - years
Teams Unlimited \ years
Project Cnli- Unlimited

Unlimited

Retention by Workflow

Manage and control retention per individual Office
365 workflow.

Ensure that data is not retained for longer than
required by managing which elements of Office 365
are retained, and for how long.




4. How other organizations have solved their
backup challenges



Why did Dublin Airport Authority choose

AvePoint Cloud Backup?

IT Operations

Ability to backup up multiple Office 365 workloads

Native O365 data retention policies were not sufficient

Protection against accidental deletion / intentional deletions (e.g. malicious user)
Granular restore capabilities

Data Security & compliance

1. Protection against ransomware
2. External advice from Gartner | Data Residency | Secure an independent
location for our data — outside Office 365

. Q Clouo Backup




38 1B

What does
Cloud Backup
IOOk Iike SharePoint

2Year | .7 N\ @ L) - 3 Years Using
Retention Cloud Backup

OneDrive

Backups

[ Backing Up} . [ Four Daily }

Exchange

Teams |ﬂdepend§nt Grous
Data Location




Use case

Differentials

Native Office 365

User will need to provide
information for filtering and data
can be searched for in eDiscovery

No whole mailbox export available -

eDiscovery for all mail for a given
user can be provided

Administrators will need to restore
elements of the site collection
individually as requested

No restoration options available -
individual files can, at best, be
downloaded using versioning

Use Case

(=
=
=
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AvePoint Cloud Backup

Folder can be granularly restored
from whichever day the user
chooses

Point-in time recovery of mailbox
can be completed and export
provided

Site collection can be restored to
an alternate location and users
can access themselves

Site collection, sites, lists or
libraries can be restored to an
alternate location (or overwrite

existing) from point in time




To end our Cloud Backup Journey






/A AvePoint

Free eBook

Office 365 Backup
Handbook

e Common ways companies lose data, and how to protect against them

* Secure data management and backup techniques

o Office 365 native backup and restore capabilities and how to extend them

https://www.avepoint.com/unlimited-cloud-backup-ebook/



AvePoint * % W%

Office 365 Backup and Restore for Your
Organisation: Beyond Native Capabilities

Live Case Study: daa will share their Office 365 journey and the
challenges that made them search for a 3rd party Backup solution -
AvePoint Cloud Back-up.

©

This webinar has already aired.
You may watch an on-demand recording by registering below.

Duration: 1 Hour

Watch on-demand —

AAvePoint



https://www.avepoint.com/uk/events/webinar/office-365-backup-beyond-native-capabilities
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