Understanding Risk in Microsoft
Office 365

Our Solutions, Your Practice

M iC rOSOft Gold Application Development

Gold Collaboration and Content

Partner | coidcioudproductivit Collaborate with Confidence

Gold Messaging
= Microsoft Gold Datacenter Accessible content is available upon request.




Agenda

Reasons We Secure M365

How and Why M365 Becomes Vulnerable to Data
/ Breaches

‘ ¢ How to Understand Your Risk

Rapid Reporting on M365 Risk
Mitigating M365 Risk

© Q&A




Why Secure ,
llab i 2 We're not as protected as
Collaboration* e

Budgets, Plans, @ @ Product Design,
Target Lists \gm¢ _J S8y and Architecture

The things we collaborate on
are sensitive.

Results and #=@ J \{@ Business Reviews
Analysis @: and Strategy
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Are You
Exposed?
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Why
Should
we care
about
M365
Risk?

$4.35 Million USD

$5.57 Million USD

$4.18 Million USD

68 Days on Average

Average Cost of
a Data Breach

Average Cost of data Breaches for
Orgs failing to comply to a
Security Governance Strategy

Cost of a breach from

Malicious Insiders- People with
legitimately gained credentials
to sensitive data

To contain data breaches
due to Internal User action

@
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How did moving to M365 change things?

-= Active Directory =. Microsoft 365

D{:-lf' Qw
- i

= L
3 @ Oa
File Shares Workspace

@
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“Who has access”... Sharing is easy!

Sharing buttons in Office Apps: anonymous & unique permissions

Teams 1-1 chats: stored in OneDrive with unique permissions

Transitions

Jesign
Layout ~
{3 Reset

E Section

LR

Private Channels: Get their own site, unique permissions

Policies_Insights_Pitch_Draft & - Saved 2 Search
Animations Slide Show Review View Help
A oa LA = = ==1=_ 1

AENNOoO- On 1 &

s(“ Emily Braun cChat Files Organization Activity

ﬂﬁﬂ/

O Find

Search or type a command

General

Design P e
Digital Assets Web 7
Distribution & “

~
Vendor Security Channel N

T Distribution

n Distributi}W —Pee—ru
7’

+ N T U
7’

Home

W3R I Documents

Q \SOVEMant]  parent Team
Pages

Site contents

Recycle bin

X1050 Launch Team - Distribution

+ New ~ 7T Upload ~ £ Quick edit

(D This folder is connected to a channel in Microsoft Teams

Documents > Distribution

D MName

N
@ “Governance-Cloud-First.pptx

12 Share %@ Copylink 72 Sync 4 Download &5 Go to channel

Madified



High Risk Data Sprawl in Teams

OneDrive for
Business

S I
Teams Chat *ﬂ - .
o I SharePoint
Teams Channel * Q Document Library
I

Teams Private : ) Separate SharePoint
Channel Site Collection

Multiple Copies/Versions saved through development
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Reminder: How we got here

Link settings .
Pl - A Histor... Lesson.pptx Anonymous I_|nkS (external tOO!)

Who would you like this link to work for? ° Usua”y dlsabled, bUt hlgh I’ISk |f |t,S nOt'
@ ~nyone vith the link @ “Everyone except external”

‘ @ reople in AvePoint with the i « Super common in migration environments (it's just easier!)
link

Implicit permissions from big groups
« Just who is in “PMRequest” anyway?

People with existing access

@ Specific people

Explicit people hiding in the wings

Other settings « Broken inheritance is the norm in Office Apps + Teams!
Allow editing

@ Block download @

Cancel




Self Assessment Questions

Leading
What is your remediation strategy for compromised identities? Practice

. . : : Advanced
How often is membership reviewed by Business Users? Practice

Mature

, , 5
How often is access reviewed by IT or other teams: Practice

Growing

.. 5
Do we know who has access to sensitive data? Practice

Discovery

" e
Do we know where all our sensitive data is- Practice

@
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. A



Powershell experts
can get me
Permissions
Reports. But, they
don't tell me the
whole story...

A

Path

http-/intranet/demo/Sales/Shared Documents/North East Invoices/Migration
lintranet/demo/Sales/Shared Documents/North East Invoices/Migration
hitp/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http/fintranet/demo/Sales/Shared Documents/Morth East Invoices/Migration
http-/intranet/demo/Sales/Shared Documents/North East Invoices/Migration
http/intranet/demo/Sales/Shared Decuments/North East Invoices/Migration
http:/intranet/demo/Sales/Shared Documents/North East Invoices/Migration
hitp/fintranet/demo/Sales/Shared Documents/North East Invoices/Migration
http-/fintranet/demo/HR/Shared Documents/GA Slide_pptx
http/intranet/demo/HR/Shared Documents/GA Slide_pptx
http//intranet/demo/HR/Shared Documents/GA Slide. pptx
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http/fintranet/demo/HR/Shared Documents/GA Slide. pptx
http-/fintranet/demo/HR/Shared Documents/GA Slide_pptx
http/intranet/demo/HR/Shared Documents/GA Slide_pptx
http//intranet/demo/HR/Shared Documents/GA Slide. pptx
http:/fintranet/demo/HR/Shared Documents/GA Slide.pptx
http/fintranet/demo/HR/Shared Documents/GA Slide. pptx
http/fintranet/demo/C-SDemo/_catalogs/users
http/intranet/demol/InformationTechnology/Project Documents/GASubSit:
http://intranet/demo/InformationTechnology/Project Documents/GASubS|
http:/intranet/demol/InformationTechnology/Project Documents/GASubS|

and Tagging.pptx
and Tagging.pptx
and Tagging.ppix
and Tagging.ppix
and Tagging.pptx
and Tagging.ppix
and Tagging.pptx
and Tagging.ppix

http://intranet/demo/InformationTechnology/Project Documents/GASubSiteDirectory. wsp

http/lextranet/sites/HR/Lists/TaxonomyHiddenList

hitp/intranet/demol/InformationTechnology/Project Documents/AvePeint File Share Navigater vs Connect AvePoint File Share Navigator vs C Item
http:/intranet/demo/InformationTechnology/Project Documents/AvePeint File Share Navigater vs Connect AvePoint File Share Navigater vs C Item
http:/fintranet/demo/InformationTechnology/Project Documents/AvePaeint File Share Navigater vs Connect AvePoint File Share Navigater vs C Item
hitp:/fintranet/demo/Information Technology/Project Documents/AvePoint File Share Navigater vs Connect AvePoint File Share Navigator vs C Item
http://ave2013prodwfe:7777/sites/Powell_Industries/Lists/TaxonomyHiddenList

http/intranet/demo/ArchiveListlitems
http:/intranet/demo/ArchiveListlitems
http:/intranet/demo/ArchiveListlitems

http-/fintranet/demo/ArchiveListlitems

http/intranet/demo/InformationTechnology/Notification Pages
http:/intranet/demo/InformationTechnology/Notification Pages
http:/intranet/demo/InformationTechnology/Notification Pages

httn:(lintranatidamalinfarmatinn Tachnalnm A atifiratinn Danas
]

B C D E F G
IﬂTELeM - |~ |Level IﬂUserMe | ~ | Display Name I;[E-rng\_l | | Account Type
!Migralion and Tagging.pptx Item i:0#% wlave\mary.preston Mary Preston mary.preston@ave.com User
Migration and Tagging.pptx Item i:0# wlave\susan.adams Susan Adams susan.adams@ave.com User
Migration and Tagging.pptx Item i:0# wlave'simon.chen Simon Chen User
Migration and Tagging pptx Item i:0% wlave\ben. miller Ben Miller User
Migration and Tagging pptx Item i-0% wlave\chris turner Chris Turner User
Migration and Tagging.pptx Item i:0#% wlave\wojciech.gajda Wojciech Gajda Wejciech.Gajda@ave.com User
Migration and Tagging.pptx Item i:0#% wlave\julie.mccoy Julie McCoy julie. mccoy@ave.com User
Migration and Tagging.pptx Item i:0# wlave\jericha.ren Jericho Ren User
GA Slide pptx Item i-0% wlavewarren villanueva Warren Villanueva warren villanueva@ave .com User
GA Slide pptx Item i-0#% wlave\brian_goldstein Brian Goldstein Brian Goldstein@ave.com User
GA Slide.pptx Item HR Owners HR Owners SharePoint Group
GA Slide.pptx Item i:0# wlave\susan.adams Susan Adams susan.adams@ave.com User
GA Slide.pptx Item i:0# wlave\laura.callahan Laura Callahan User
GA Slide pptx Item i:0% wlave\ben. miller Ben Miller User
GA Slide pptx Item i-0% wlave\ray hil Ray Hill ray hill@ave com User
GA Slide.pptx Item i:0# wlave'frank.wilson Frank Wilsen User
GA Slide.pptx Item i:0# wlave\daniel.attardi Daniel Attardi Daniel Attardi@ave.com User
GA Slide.pptx Item i:0# wlave\jericha.ren Jericho Ren User
User Information List List i-0% wlave'\daniel attardi Danigl Attardi Daniel Attardi@ave.com User
GASubSiteDirectory wsp Item i-0% wlave\warren villanueva Warren Villanueva warren villanueva@ave .com User
GASubSiteDirectory.wsp Item c.0(.sltrue Everyone Domain Group
GASubSiteDirectory.wsp Item i:0# wlave\da_admin DA_Admin User
GASubSiteDirectory.wsp Item i:0# wint authority\system NT AUTHORITY\system User
TaxonomyHiddenList List c:0( sltrue Everyone Domain Group
i-0% wlave'warren villanueva Warren Villanueva warren villanueva@ave .com User
c.0(.sltrue Everyone Domain Group
i:0# wlave\da_admin DA_Admin User
i:0# wint authority\system NT AUTHORITY\system User
TaxonomyHiddenList List c:0( sltrue Everyone Domain Group
Archivelistlitems Site i-0% wlave'warren villanueva Warren Villanueva warren villanueva@ave .com User
ArchiveListlitems Site Excel Services Viewers Excel Services Viewers SharePoint Group
Archivelistlitems Site ArchiveListlitems Owners ArchiveListlitems Owners SharePoint Group
Archivelistlitems Site Archivelistlitems Visitors ArchiveListlitems Visitors SharePoint Group
Archivelistlitems Site ArchiveListlitems Members ArchiveListlitems Members SharePoint Group
Notification List List i-0% wlave'warren villanueva Warren Villanueva warren villanueva@ave .com User
Motification List List i:0# wlave'ben.miller Ben Miller Ben.Miller@ave.com User
Notification List List InformationTechnology Owners InformationTechnology Owners SharePoint Group

Notifiratinn | et

1ict

1N il suasthiies wanna

Rrura Wauns

hriira wauna@mars ~nm

How do | prioritize? Anything
sensitive in the files and sites?

llear



Audit log search

Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll
be able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

0 0 .
/ \ u d I t a Ct | \/ | ty SearCh 9 Clear Results 150 results found (Mare items available, scroll down ta see more.)

Activities Date ¥ IP address User Activity Item Save loaded results
’ Show results for all activities 2018-06-20 09:21:36 j User signed in to Tea... Windows (27/1.0.0.20. Downloadgll results
| I Start date 2018-06-20 09:14:13 ¢ User signed in to Tea...  windows (27/1.0.0.20..
. 2018-06-15 00:00 ¥
2018-06-20 08:51:38 236 j Accessed file Allitems.aspx Accessed from “Share...
End date
- 2018-06-20 08:51:14 236 i . Userloggedin 00000002 -0000-0004...,
2018-06-21 00:00 v
O ( < l | r r e d 2018-06-20 08:46:23 5 i SearchQueryPerformed  5a404152-b318-4993.
Users
e 00
Show results for all users 2018-06-20 08:44:24 236 j Accessed file FreshPaint-7-2016.03.... Accessed from "Docu..
File, folder, or site GJ
2018-06-20 08:44:23 236 j Accessed file FreshPaint-6-2015.12.... Accessed from “Docu...
Add all or part of a file name, folder name,
or URL.
2018-06-20 08:31:37 236 j Userloggedin Q0000002-0000-00040...
= 2018-06-20 08:31:26 236 j UserLoggedin 0f698ddd-f011-4d23-
2018-06-20 08:31:25 236 i UserLoggedin 00000002-0000-0ff1-...
F New alert policy
2018-06-20 08:31:25 .236 j UserLoggedin Unknown
2018-06-20 08:31:20 236 j Userloggedin 00000002-0000-0004...
2018-06-20 08:27:59 .236 Accessed file Allitems.aspx Accessed from "Share...

...but that's a lot of logs to sort through!
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Labels give some
insight...

Sensitivity is indexed
IN E3. Scripting gets

40

DLP policy matches

Show data for| All policy matches  * | Break down by Services ¥

Total O Exchange

Y Filters

SharePoint O OneDrive for Business

Date Rule Item Last modified by Sensitive Information Sengitive Information count Severity Action .
2016-11-03T02:56:04 High Volume of Content... 2015 Employee Roster.xlsx sarad@contos,.. Credit Card Number 7 Low GeneratelncidentReport

yO u a C C e S S . B U t a n y 2016-11-03702:56:05 High Volume of Content.... 2016-Q1 Expense Accoun... sarad@contos... Credit Card Number 3 Low NotifyUser

0 Q E 5 2016-11-03T02:56:06 High Volume of Content... 2016-Q2 Expense Accoun... sarad@contos... Credit Card Number 4 Low

a Ct | O n re q U | re S 2016-11-03702:56:07 High Volume of Content.., 2016-Q3 Expense Accoun.., admin@conto.., Credit Card Number 2 Low SetAuvditSeveritylow
2016-11-03702:56:08 High Volume of Content... Company Picnic.dsx janed@conto... Credit Card Number 21 High NotifyUser
2016-11-03T02:56:09 High Volume of Content... Expenses-QR1-2016.pptx janed@conto... Credit Card Number 14 High
2016-11-03T02:56:10 High Volume of Content... New item Order Form 20... jened@conto... Credit Card Number 8 High SetAuditSeveritylow
2016-11-03T02:56:13 High Volume of Content.., New item Order Form 20, Janed@conto... Credit Card Number 12 High GenerateincidentReport
2016-11-03702:56:14 High Volume of Content... New item Order Form 20.. janed@conto... Credit Card Number 18 High NotfyUser

=

... but must aggregate with permissions for
a better picture. And, has it been accessed?



A B c E F G
. [~]Title/Name |=|Level |~ |Usemname || Display Name [~ |E-mail |~ | Account Type
ranet/demolSales/Shared Documents/North East Invaices/Migration and Tagging.pptx IMigration and Tagging ppix ltem  i:0#.w|ave\marypreston Mary Preston mary preston@ave.com User
Shared D East Invoices/Migration and Tagging. ppbx Migration and Tagging ppbx ltem  i:0#w|ave\susan adams Susan Adams susan adams@ave com User
D East Invoices/Migration and Tagging. pptx Migration and Tagging ppbx ltem  i:0#.w|ave\simon chen Simon Chen User
D East Invoices/Migration and Tagging.pptx Migration and Tagging.pptx Item i:0# wlave\ben.miller Ben Miller User
D East Invoices/Migration and Tagging.pptx Migration and Tagging.pptx Item i:0% wlave\chris.turner Chris Turner User
[ J [ J [ J [ ] fd (Sal hared D {North East Invoices/Migration and Tagging.pptx Migration and Tagging.pptx Item i:0% wlave\wojciech.gajda Wojciech Gajda Wojciech.Gajda@ave.com User
fd (Sales/Shared {North East Invoices/Migration and Tagging.pptx Migration and Tagging pptx Item i:0# wlave\julie mccoy Julie McCoy Jjulie.mccoy@ave.com User
fd iSal hared D {North East Invoices/Migration and Tagging.pptx Migration and Tagging pptx Item i:0# wlave\jericho.ren Jericho Ren User
/demo/HR/Shared D Slide. ppix GA Slide pptx ltem  i0#w| i Warren warren villanueva@ave.com User
R/Shared Di Slide._ppix GA Slide pptx ltem  i:0#.w|ave\brian goldstein Brian Goldstein Brian Goldstein@ave com User
. [ SharePoint Group
Audl‘t |Og sea rch {san.adams@ave.com Eser
| ser
| User
Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll yhill@ave.com User
[ be able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log | 5 § User
aniel Attardi@ave com User
1 User |
) h i aniel Attardi@ave com User
Sea r{:h Results 150 results found (More items available, scroll down to see more.) ter results 4 Export results ~ hrren villanueva@ave.com User
T
Activities DLP policy matches !
1
Show results for - 4
v v e ” Filters I
Start date 3
I
PowerShell can assist Admins in ot Qbntns O S O Onmts | P
. . . . . gour
identifying current permissions Sy
y g p End date Sroup
4 sroup
. -
in M365 '
ou
Users /O —
’_'/_’,_,_’—-(F — ——— —~ —
o — - \—O/
File, folder, or site { " o
°
Audit |OgS can tell us what Add allor part
or URL
I a e e l f r a i t i M 365 Date Rule Item Last modified by Sensitive Information  Sensitive Information count Severity Action
I I y 2016-11-03T02:56:04 High Volume of Content.., 2015 Employee Roster.xlsx sarad@contos,.. Credit Card Number 7 Low GeneratelncidentReport
Q search 2016-11-03T02:56:05 High Volume of Content... 2016-Q1 Expense Accoun... sarad@contos... Credit Card Number EY Low Notify
2016-11-03702:56:06 High Volume of Content.. 2016-Q2 Expense Accoun... sarad@contos. Credit Card Number 4 Low
+ New alert
2016-11-03702:56:07 High Volume of Content.. 2016-Q3 Expense Accoun., admin@conto... Credit Card Number 2 Low SetAuditSeveritylow
L P t h I o 2016-11-03702:56:08 High Volume of Content... Company Picnic.xdsx Janed@conto.. Credit Card Number 21 High NotifyUser
p | 2016-11-03702:56:09 Migh Volume of Content.. Expenses-QR1-2016.pptx janed@conto.. Credit Card Number 14 Migh
. . . . e, ® .
identifying what is sensitive in MO Whwnedco  MewlumOdwfom - edpeate.,  Gemcadnbe 8 WA —-
M 36 5 2016-11-03702:56:13 High Volume of Content... New item Order Form 20. Janed@conto. Credit Card Number 12 High GenerateincidentReport
2016-11-03702:56:14 High Volume of Content... New item Order Form 20.. janed@conto... Credit Card Number 18 High NotfyUser g
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In summary, to Aggregate and compare

find who has * Inherited Permissions (Via SP, AD Groups)
access to what, « Explicit Permissions (Audits or PS Reports)
and understand if « PS Report on External or Internal links
there is a problem, . . : :

must. . - With sensitive file locations

« DLP Compliance Reports
 Sensitivity Labels
« Retention Labels

Then to be safe, | need to run
an activity audit



i AUTA

* Dashboard

Dashboard Overall Risk Trending ~

Contributing Factors We've calculated your risk by using the exposure
and sensitivity levels you have defined in your
application settings

Collaboration
Exposure M ,}/‘3——0—/3’/0/0 Zr;w Items . |
ecure - i

Admin

Access Access
Medium Risk Items

Who Sensitive Iltems  Total Items Who Sensitive Items  Total Items 52

Large Groups 14 Large Groups

s> Policies & Insights

FO r M i (o rosoft 365 Type Total Users External Sensitive Content
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Being Specific with Risk.

Physical Security

Network Security

What has been Secure Endpoints What do

shared External users

internally that have access to

] itive? inside of m

is sensitive: Data Security : f my
environment?

Sensitive

Policy Monitoring &
Enforcement Data Remediation A



Rapidly Reporting on M365 Risks

- PII, PCI, PIPEDA, GDPR, etc.

+ Client Information and Proposals
- Financial Records and Budgets

- Board Reports

- Strategic Roadmap

« Price Lists, Vendor Contracts, etc.

Guest
users &
Internal external

Managing
Sensitive
collab

Content

Moderate-risk
data

ow-risk
data

- How many users internally have access to
sensitive data?

+ Regular Review of Anonymous Links shared
+ Right External settings for the right Teams
- Routine Review of Guest Users in M365

Controlling
Exposure

Sensitive data management is an organic extension
of AvePoint’s expertise




Risk Assessment Report

&2
Companyz

1ge over the last 7 days

Risk Summary
g over the last 7 days
Overall Risk L
What does risk mean for your organization? S
The Overall Risk analyzes your organization extemal risk by looking at 13 8 57 o alest-T deys

external guests or content shared outside against potential sensitive or

confidential information as set by your Administrator according to rules for © — XTERMAL USERS WITH
Microsoft 365 usage. w \CCESS . 1ge over the last 7 days
S e p Jas § 6 4 0 TERMAL USERS WITH
This helps to prioritize your risk to focus on what is important to your CESS
business. % . e * 5
o 2 IRNAL USERS WITH
62 84 0 ] iSs
=) ;gNs,nv,w (4] as 2 IXTERNAL USERS WITH
& 1 \CCESS
led rules are flagged as
| 1 8 risk-free.
+ 18
o
&
¢ 6 A
SENSITIVE ITEMS EXTERNAL LINKS EXTERNAL USERS INAAD
as 3
0
1 67 7 6 1 9 Sidal) [ED RULES
fvate 21 48 - + 11
+ 8in last 7 days ¥ 2inlast 7 days ¥ 18in last 7 days
8 3
7 COUNT
12 2
HIGH RISK ITEMS MEDIUM RISK ITEMS a
" 146 LR s 2 comr
¥ 17in last 7 days ¥ 106 in last 7 days rivate 9 a2
& 1st Risk
[
HIGH RIZK ITEMS
Direct Access Sharing External Users with Highest Risk 17 HIGH RISK ITEMS &
29 OSYEIEm Without
SHARED WITH SENSITIVE ITEMS NAME SENSITIVE ITEMS 12

Evervans 41 Adeale Vanca QR - 10 -



Remediation Examples



Companyz

Guest & External Link R

eme

diation

‘&% Exposure

External Links

Risk Summary Total
Overall Risk )
What does risk mean for your organization? [ ] show all objects with inherited permissions from parent-level sharing links gm
A
The Overall Risk analyzes your organization extemal risk by looking at 13 8 57 . ) L
external guests or content shared outside against potential sensitive or . Link Type Number of Links
cqnﬁdentlal information as set by your Administrator according to rules for = 17 @ Anonymous Link 1
Microsoft 365 usage. - Total
? 6 4 0 Links for Specific External Users 6
This helps to prioritize your risk to focus on what is important to your 52
business. o
o
© sensimvity ©
M Name Shared Bv Shared With Inherit Fi
[ \ = Unique
° & ‘&% Exposure External Users Unique
| ——
SENSITIVE ITEMS EXTERNAL LINKS EXTERNAL USERS INAAD Dashboard  Details
1 67 76 1 9 = Total External Users in Azure AD v
' 8inlast 7 days ¥ 2inlast 7 days ¥ 18inlast 7 days m i @ O & ]
k ) Remove User from Azure AD
J Display Name Email Sensitive Items
HIGH RISK ITEMS MEDIUM RISICITEMS ses © Murugan Balaji murugan.balaji@avepoint.com 90
w146 13
L
¥ 17in last 7 days ¥ 106 in last 7 days ] e ® Murugan Balaji murugan.balaji@avepointats.com 52
D cee © antoine.snow ] antoine.snow@avepointats.com 52
Direct Access Sharing External Users with Highest Risk L] e @ michaelwit michael.wit@avepointats.com 6
SHARED WITH SENSITIVE ITEMS NAME SENSITIVE ITEMS
Evervone 13 Adele Vance 96



Guest & External Link Automation

Assign Policy X

Add Rule to Microsoft Teams
All Containers > Sensitive Workspaces

Select a rule to add to the policy:

4 selected = & Dashboard Policy Violation Details
External Sharing Settings & Dashboard
. v ing@an i
Coptrolthe exte  Add Rule to Microst 2019marketing@avepointats.com < Back m o
v CA-CalgaryCentralBranch@avepointats.com o
Add z filter ) )
° ¥ ProjectAlpha@avepoint: )
Sklect a rule to add to the pi Compliance Overview Object N:
Rule Settings { ¥ TeamBeta_Restricted@a
scan External Users
Compliant Rules Non-Compliant Rules Fixed Violations Unfixed Violations rs 2% Eliss,
Allow Group/Te
Sfan external users in sites v 159 o 3 Q 0 y2 352
Yes rs 2% dum
No Add a filter to this rule @
Iffjviclations are
Rule Settings )
Reset shari gs @ G @ m
Microsoft Teams

send email noti  Miviolations are identified, take the following action: Microsoft 365 Group SharePoint Online Site

Remove the out-of-policy users

Send email notifications of the violations to the following users:

O Looks good! @ Locks good!
+ | Include Gre
Include site collection administrators
a8
-~ - 3&5

Include site owners

OneDrive for Business Microsoft 365 User

. Tenant
©AvePoint, Inc. All righ
® 1 non-compliant rules ® 1 non-compliant rules -



Built-In Executive Brief

(0]

Risk Summary rosoft 365 Group
Overall Risk
What does risk mean for your organization?

SENSITIVE ITEMS

EDIUM RISK ITEM: MEDILM RISK ITEN

0

&

SENSITIVE ITE EXTERNAL LIN XTERN count

MEDIUM RISK ITEMS ¢ ITEMIS
8 MEDHUM RISK ITER L] HATER, Public

O [}

[]

he last 7 ¢

MEDIUM RISK ITEM: .
lions with Highest Risk High Exposure by Type
1 1 ol Teams n $ 0
Adiachments ]
External Users with Highest Risk
SENSITIVE ITEMS MAME SENETIVE TEME
OneDrive with Highest Risk

o

T
Team

Leadership

SENSITIVE ITEMS

o

Anarrym

Specific Extemal

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

COUNT

Presenting Risk

Concise and
Actionable
documentation
allowing
organizations to
conduct remediation
independently.



Enforce Governance Policies

O

Nz

Scan and remove External Manage and enforce Teams @
Users in Teams | Settings inside of M365 |
Prevent Direct Sharing in Enforce Teams Provisioning
Teams with sensitive data controls managing Sprawl
Remove Shadow users Restrict Content Uploads
access to SharePoint data | based on size, type, user, etc.

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Control user ability to Delete
Teams & Site Collections

Replace user permissions
to assign to another.

Intuitive overview of
permissions/hierarchy/teams

Better Together. When it comes to managing sensitive data throughout the M365
lifecycle, build on the power of your AvePoint stack to improve efficiencies and reduce costs.




thank AvePoint

Sales@AvePoint.com | +1 800.661.6588
.y www.AvePoint.com
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