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Introductions…

Microsoft Regional Director

Email: John.Peluso@AvePoint.com

Twitter: www.twitter.com/johnconnected

LinkedIn: https://www.linkedin.com/in/johnpeluso

Blog: https://www.avepoint.com/blog/author/john-
pelusoavepoint-com/

If all else fails: http://johnpeluso.me
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Where we’re going…

• Level-set: Office 365 
Groups

• Balancing Collaboration 
and Control

• OOTB provisioning, 
management and lifecycle 
options

This Photo by Unknown Author is licensed under CC BY-SA



Understanding Office 365Groups
The foundation of Microsoft Teams



WHO you’re collaborating 
with…

Send and 
receive emails

Chats and 
conversations

Share Files

Plan meetings 
and events

Track tasks
Social engagement

HOW you are 
collaborating…

The “job to be done”



So a 
Microsoft 
Team is really 
just…

Who work together 
as a group or team
Who work together 
as a group or team

With “appropriate” 
transparency

Equipped with tools 
to help them 
collaborate

Equipped with tools 
to help them 
collaborate

Internally and 
externally

Internally and 
externally

A defined 
collection 
of people

A defined 
collection 
of people



A “defined group 
of people”…

• A “Group” object in Azure 
Active Directory

• Can contain only USERS, not 
other groups

• Multiple “entry points” to 
create

• Microsoft’s preference is “self-
service”

• Simple roles–

• “Owners” and “Members”



“Appropriate” 
transparency…

• “Private” Groups allow access 
and edits only to members and 
owners

• “Public” Groups allow access 
and edits to EVERYONE in the 
organization

• Privacy can be changed later

• Groups can be “unlisted” so 
even their names are not visible 
to non-members



Collaborating 
internally and 
externally

As with SharePoint and 
OneDrive, organizations 
can enable external 
access to Groups

External user invitations 
can be centrally managed 
by admins or available to 
Group owners



Collaborating 
internally and 
externally
• As with SharePoint and 
OneDrive, organizations can 
enable external access to Groups

• External user invitations can 
be centrally managed by admins 
or available to Group owners



Equipped with 
tools…

• This is where it gets 
complicated…
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“Flavors” of Office 365 Groups

“Team” “Yammer

Connected”

“Outlook” 

Group

Not currently in GCC environments
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What all the flavors have in common…
SharePoint stores the files for collab and compliance

Leverage all SharePoint’s doc management functionality
Protection, compliance, DLP 

Exchange mailbox stores the conversations for 
compliance

Conversations spool to Exchange for retention, hold and eDiscovery

Additional Office 365 services support the group
Planner for task management
Stream for video sharing 
…



Balancing collaboration and Control…
Right-sizing governance for Microsoft Teams



@JohnConnected

What we’re trying to avoid…
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What’s the goal of good O365 governance?
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How do you know where to park?
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Benefits of well governed implementation…

Administrative efficiency

Accurate cataloging & monitoring of adoption, usage and governance attributes for collaboration workspaces

Provable compliance with internal and external policies and regulatory requirements

Repeatable and consistent service delivery
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Where does AvePoint fit in an IT governance model

IT Governance
(Broad, organization-wide)

Operational Governance
(Application-specific, aligns with IT 

Governance goals)

Workspace 
Provisioning

Ongoing 
Management/ 
Enforcement

Lifecycle and 
EOL for 

Workspaces

Data Governance
(Content-specific, aligns with IT Governance goals)

Retention/
Expiration

Records Mgmt Classification DLP



Teams clients

Teams Services Skype Infrastructure

Office 365 platform 
and services

Azure

Teams and Skype for Business 
Admin Tools

Controls for managing 
communications and Teams specific 

features

M365 and Azure AD Admin 
Tools

Controls for Groups, 
Identity, Licenses, Access

Security & Compliance 
Admin Tools

Controls for managing 
Security & Compliance 

across M365
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How are Teams 
requested, approved 

and created

For collaborative workspaces, customers want to govern:

Common “service delivery” concerns

Provisioning

How are availability, 
compliance and 

changes over time are 
managed

Management

How do I 
retain/expire/dispose of 
Teams as appropriate

Lifecycle
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Consideration 1

• Sprawl
• Duplication
• Appropriateness
• Convention
• Cataloging

How Teams are 
Born
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Microsoft native tooling to help govern Teams provisioning…

Restricting self-service 
creation
Can restrict creation to select group of users

Set group visibility
Options for public/private, hidden 
membership/group

“Classification”
Set one “classification” per group and have it 
displayed on Group page

Usage Guidelines
Link to acceptable use policy etc.

Dynamic Membership
Set group membership by AAD attribute

Naming rules
Prefix/Suffix, blocked words

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017
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But don’t repeat the mistakes of the past…
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“AzureADDirectorySetting” Template
No settings objects by default
Use Group.Unified template
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-accessmanagement-groups-settings-cmdlets
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Managed Self-Service 
and “Create and Chase”…
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When considering native self-service…

Impact on user experience and business agility
Desire/need to mandate options and settings
What can/can’t be adjusted afterwards

You should be thinking about:
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You have a little
control of the 
self-service 
“Create Team” 
request form
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Classification and Privacy…
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Private or Public- What’s the impact?



@JohnConnected

Understanding “Public” content visibility
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Group “Classification”
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Understanding Classification- Today
Can be applied to Sites and Groups
Set at “container’ level where Labels are at item level for docs and emails

Currently requires application via PowerShell
PowerShell used by an admin to create and apply classifications
Can be selected by user if self-service site collection provisioning is enabled in SharePoint
Microsoft signaling same for O365 Groups in future

Does not drive any action currently
Currently no impact on retention or expiration







Other Policy Driven
management controls?



Other Options for 
Naming Policies?
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Using the native “naming policy” for Teams and Groups…

Limited Prefix/Suffix options
 Fixed text
 AAD properties of the 

requestor
 Dept, Company, Office, 

State/Province, 
Country/Region, Title

Requires clean AAD
 AAD properties must be 

current and complete

“Blocked” words
 MSFT list
 “Custom list”



@JohnConnected

Using the native “Dynamic Membership” for Teams and 
Groups…

Based on AAD Attributes
 AAD properties drive 

membership
 Not based on Security 

Group Membership

Requires clean AAD
 AAD properties must be 

current and complete



Dynamic Membership 
Alternatives?



Demo: Native Provisioning Options
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Also consider…

Collect additional details for Teams
Metadata (division, location, purpose, sensitivity) will be useful later

“Fully managed” self service
Keep agility AND control with full control over all request options

“Create and Chase” approach
Automate discovery of new Teams and chase for details and responsibility

Additional PROVISIONING ideas from the field



Extending managed provisioning with AvePoint…

PROVISIONING

Repeatable & 
Consistent

Admin 
Efficiency

Catalog 
Governance Attributes

Provable 
Compliance
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Considerations 2

• Monitor for Group Usage 
and Adoption

• Ensure users aren’t doing 
what they shouldn’t

• Quota enforcement
• You’re old friend hasn’t 

gone anywhere…

Ongoing 
Operations
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Your old friend still needs to be dealt with…







“Workload” Admin

“All Teams” scope

We’re not quite there yet



Demo: Teams Admin Center and Reporting
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Also consider…

“Landscape reporting” for O365 workspaces
Centralized reporting of assets, their metadata, status, ownership and compliance

Periodic “recertification” of key attributes
Ensure your landscape reporting stays accurate and complete

Proactive monitoring for policy compliance
Automate alerts with notification/remediation when governance policies are violated

Additional MANAGEMENT ideas from the field
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Consideration 3

• How do I know when a 
Group should be expired

• How do I get rid of it “safely”
• How do I make sure 

information management 
policies are enforced?

2.

Retention, 
Expiration and 

Disposition



“Soft Delete” allows whole-hog recovery of 
deleted O365 Groups
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Team/Group expiration is… HERE!
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What about retention of content within the 
Teams/Groups/Sites?

O365 “Advanced Data Governance” can handle retention/expiration

Retention policies at the 
“Container” level

Retention Labels at the 
folder or item level
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Using Retention Policies for Teams
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Understanding  O365 “Retention Labels”



Applying Retention 
by Policy…
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Understanding “archived” Teams 



@JohnConnected

Demo: Managing expiration, 
channel/team restore, retention and 
archiving
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Also consider…

Duration AND activity-driven lifecycle 
Clear out abandoned Teams quickly to reduce confusion

“Managed” de-provisioning
Multi-stage, approval-driven workflows for defensible deletion

Automated deployment of ADG features
Invoke retention policies and labels appropriate for the workspace

Additional LIFECYCLE ideas from the field
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What are the licensing requirements for all AAD-
related controls we’ve discussed?
View the details here:
https://support.office.com/en-us/article/Learn-about-Office-365-Groups-b565caa1-5c40-40ef-9915-
60fdb2d97fa2#ID0EAADAAA=Feature_availability_and_licensing&ID0EAACAAA=Features_&_Licensing%C
2%A0
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What are the licensing requirements for all 
Security/Compliance controls we’ve discussed?
View the details here:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-
description/office-365-securitycompliance-center
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Keep up on what’s coming in Teams

https://www.microsoft.com/en-us/microsoft-365/roadmap?rtc=1#abc&filters=Microsoft%20Teams
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Where next? https://www.avepoint.com/resources



Gracias

Merci
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Unleash the Power of You


