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Objectives

Why Information Management and Governance are essential

Information Management in Office 365 Recap

Critical Strategies for Information Governance

AvePoint's Information Governance Solution



CASE STUDY 1: Mistaken Identity

CASE STUDY 2: Sharing Woes

CASE STUDY 3: Audit & Compliance

What happens if we don’t
have good Information
Management in place?

SPRAWL DISCOVERY

ACCESS ISSUES R.O.T

COMPLIANCE RETENTION




5 Crucial Information
Governance Strategies

Assign actions
to terms, and deploy
across
Office 365

Stay on top of
Evolving Features
& Functionality

Map and Understand
your Information

Implement a Remove IT Burden
Classification Schema

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Different Strategies for Different Information

Governance Models — Level of control

Tightly
Controlled

Persistent
*Knowledge Management

*Information Sharing
*Collaboration

Medium Controlled

Medium Controlled

<

Ad Hoc

*Knowledge Management
eInformation Sharing
*Collaboration

Unstructured

Project Team Sites

<

Ad Hoc
*May not be enabled

«Strict control over content
*Public views only

Personal My Sites

<
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A Best-Practice LA (A

Ap p for:le h tO Q Employee External
Information

| oli

L |
. Intranet Portal i w
n My Profile |
AI'C h IteCtU re a N d = * Latest news and events « Contact Info 1
o) * Latest policies, procedures, and forms ~ .« Profile Pic i
Kn OWI ed g e = » Access to Telephone Directory and Search « Expertise |
M t . o * Links to other LOB systems !
danagement In |
Office 365 . o | i,
" il 222 — ' i’ , AI'\ | i 'ﬁf ’
Don't try and organize = S - |
your [nformat[on by % Team Space Project Space Communities Personal Space % E);trane]t Shpace
; « Distinct group of + Dynamic Group « Suited for mass + Save and share ! * oeécurély share
department‘“ thlnk (o'} users, * Spanning collaboration personal | and collaborate
abOUt the l'nformatl'on <L collaborating and different org initiatives documents i W|tft\‘external
) — storing common hierarchies * Large group of * Files and ‘ parties
type mstead. —d info » Exist only during users, cross dept information not 1 * Audited and
(@) * Generally part of life of project or discipline necessarily for a i controlled
) organizational * Typically follows a * Persistent team !
teams structure knowledge * Ad-hoc sharing !
collection !
777777777 i|>|><|Lr
Z Records and Archiving
< * Classify, Tag (metadata), and Manage as Records
E * Lifecycle and Retention Management
o’  Audit, Discovery, and Compliance

A
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Revision is Key: It's not Set and Forget

I dentify « Establish a common
and prioritize framework folr IA:
%?m,monly a "Governance
an

e « Make it widely available
and simple language

» Periodically review for
andpelfellute freS h NESS
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Expanding tags and labels for classitication

:

Associating outcomes with
Classifications

Deploying Classifications
and Outcomes to relevant Classifying Content
locations

Defining Classifications

Centralized definition of file Retain/Expire/Export CIa;sﬁmann branches .E'.‘SUT? AeelEEy wiile
o . : available to appropriate minimizing the burden on
classifications according to policy .
audiences end users
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- /} Channel ﬁ
;i; Conversations Anatomy Of
Teams ;] Conversation
=[" Attachments ‘ Key

]| e Information
Hlel _—] Conversation . IN Teams

=|I" Attachments

@ Voicemail
‘ s Recordings
Calls .

I ? Meeting
Conversations

;] Meeting

g =|'" Attachments “

Meetings D  Meeting
A4 Recordings >>
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. -/ ? Channel g - Conversations are
aL o Conversations ; journaled in Outlook
Teams - ;] Conversation , :
=[' Attachments | This can be searched
Private/Group | and addressed in the
a Q Conversations i Compliance Center
Chat I ;] Conversation j
=" Attachments |
§ But document and file

and attachment content

@ Voicemail
‘ I Recordings Wl

is split across different

Calls i : : :
£ } Meeting | sites in SharePoint and
Conversations : OneDrive
;] Meeting
g =[I' Attachments How can we manage all
Meetings 50  Meeting the content generated

Recordings from here?
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/ ? Channel
Conversations

Teams

Chat

L ;] Conversation * _____

— Attachments

/ ? Private/Group
Conversations

- [= | Conversation

=" Attachments

.

Calls

Voicemail

@ Recordings

/ ? Meeting
Conversations

Meetings

;] Meeting
= Attachments

QR . Meeting

Recordings
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What about Private
Channels?




Unified approach

0 %@2‘7 <o

Discover Classify Label

Sensitivity Retention
Encryption > Retention

Restrict Access > Deletion
Watermark > Records Management
Header/Footer > Archiving

S22 2%

Sensitivity Label Retention Label

Confidential Corporate Files- 30 Years

Yes Yes Project File 15 Years
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Example: Adding files to a Teams Channel

Documents » Settings
General Settings Permissions and Management
A AvePoint ‘ SharePoint O search
@ List name, description and navigation @ Delete this document library
: Y7 Not following <3 Next steps
P Marketing
@ Versioning settings = Save document library as template = . Q
Public group 55 members
= Advanced settings @ Permissions for this document library _
Home <+ New ~ 7T Upload v &3 Sync @ Exportto Excel o Flow ~ - = All Documents ~ Y (@
@ Validation settings @ Manage files which have no checked in version Conversations
— | pocuments Documents
= Column default value settings ] Iﬂ Apply label to tems in thas library I
Shared with us . .
[ Name Modified Modified By + Add column
@ Audience targeting settings 8 Generate file plan report Notebook
General June 4 Julie Liu
@ Rating st . i+ x Pages
91 Company : Edit Default Value Hot Leads a oy o0
Site contents
8 Form sef ) Recycle bi Logistics June 4 Julie Liu
Default Value - Do not specify a default value for this location fsen
. i Meeti June 4 Julie Liu
@ Use this default value: e Fetnge

Specify whether you want to apply a default value for this
column to items added in this location.

Default value:

| Corporate-Files %)

Return to classic SharePoint

OK Cance

Settings » Apply Label
Ry alabek o era i My Teams Channel and Chat Files are

The labels here are provided by your organization to help retain and protect Corporate—FlIes E

important information. When applied, all items in this library will be subject to the O ﬂpph' label to e:u'sting items in the Iihrary. Up [Oaded tO Sh arePOlnt
label's settings. For example, if you apply a label that retains content for 1 year, all

i itemys in this library will inherit the label and be retained for 1 year. You can
also apply the label to iterns that already esist in the library.
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Example: Adding files to a Teams Channel

-

\_

Searc

o
°

Beths's Space

s Wednesday

Rachel M.

Larry, Mike & Sophia

David R
phia 8

Nick. David &

Dwvid, Rachel & 3 o

o

B Marketing

Chat  Fies  Notes Issue Tracker  Retad Sales +

3

2

Hi Alll The iFrame AP! that we're using for PowerB! tab is finally moved from pre-prod (DXT) to prod (MSIT)
ermvironment on their side, 50 we checked in a change 10 pont to PowerBl prod environment. Rob, please respond
with your feedback. Max width of thread 792. pis allow for 16px padding left right bottom, name align with bubble

.
loved the demo and is really looking forward to using the experience!
Folks - there st a refresh button i desktop to reload the page. 50 this message 5 quite musleading Could you please

ratonakze the “refresh” recovery methods with us as well
@ o e remember samng 3 comp for that il it up. thanks

Reply

oy p— <)

All please use the new template 5o we're all aligned. Gratzi!

Hey there everyone, 've been playing around with a few prototyping tooks recently and thought 'd give 3 Brownbag
session this week on one that's gotten traction over at Lyl and Facebook. It's called Principle (httpJ/
principleformac.com) and I've already used it for work on SkypeSpaces.

Design Standup

~

Marketing

Public group

wversations
Fuments
red with us
ebook

es

/)e contents

Metadata automatically applied
based on library settings

Recycle bin

Edit

Return to classic SharePoint

K AvePoint ‘ SharePoint

“+ New v

O search

5 Upload

Documents

D

Name

General

Hot Leads

Logistics

Meetings
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2 sync O Exportto Excel o Flow

¥r Not following =3 Next steps

Modified Modified By
June 4 Julie Liu

4 days ago Sarah Zalesiak
June 4 Julie Liu

June 4 Julie Liu

Applied Label =
Corporate Files-

R 55 members

= All Documents ~ % @

+ Add column

30 Years
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Common Provisioning Considerations/Challenges

Self-Service / Who Can Request / Who Can Approve / Naming

How are Teams requested,
approved and created

Provisioning

A
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How do you remove the burden on [T7

Cloud Governance / Kat Larsson

Search To-do List
New Request > Create Team ©

@ Home

B Workspace Stepl. Request Info Step3. Advanced Info

£ Requests * Request Summary ‘ View: | 1008 ~| =~
—
{x)

Need a Microsoft Team to work on Contoso Project
-+ New Request

Notes to Approvers (i)

This project involves working with external users

* Department

Select the option that describes yo

1. Internal Team

‘ Executive

Privacy
© Public - Anyone can see team content

O Private - Only members can see team content

Subscribe Members
@ Send copies of conversations and events to team members' inboxes

O Don’t send copies of conversations and events to team members' inboxes

Qutside Senders
@ Allow outside senders

O Don't allow outside senders

* Language

‘ English

‘ | ~— ~
| Does a Team already exist, and you 2. Communications Site~. )
. . . 4. Email Group
3. Enterprise Messaging T
Yes | FI-JKM Email Group
h | &)
Will other sites need to connect to - I ¥ @
If a Team alr \ FI-JKM SPO Communications Site
e w Yammer
No MNo~—_
| i A ®
Will this site require additional cust
| :
* . Yes ’
FI-JKM Team N
* :::-q:s i o i No ':’_C
‘Will this site require additional cust - ] FI-JKM SPO Communications Site %,
= : w DPM L
/ Yes 4 §
K ) FI-JKM SPO Communications Site
FI-JKM SPO Communications Site No ——
w Hub w DPM

Y
| FI-JKM SPO Communications Site
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p

Team Space

* Distinct group of
users,
collaborating and
storing common
info

* Generally part of
organizational
teams

Backup: All
External Users: No
Recert: None
Reporting: Ad-hoc
+

Default Labels
Metadata Presets

Project Space

* Dynamic Group

* Spanning
different org
hierarchies

* Exist only during
life of project

* Typically follows a
structure

Backup: All

External Users: No
Recert: End of Contract
Reporting: Ad-hoc

+

Default Labels
Metadata Presets

Extranet Space

* Securely share
and collaborate
with external
parties

e Audited and
controlled

Backup: All
External Users: Yes
Recert: 6 Months
Reporting: Annual
+

Default Labels
Metadata Presets

Bringing It Together

* EOY Charity Event
* External Sharing: On
* Recertification / Reporting: On
* URL: /sites/PROJ_EOYCharityEvent

W [ ABELLED

TAGGED

Start a Request > Create External Project Space

Primary Group Contact " Megan Bowen
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Home > Usage > Microsoft Teams user activity

7 days

Activity Users

Number of activities by type
8K -
7K 4
6K
5K
4K 4

8/30/2017

® Teams chat messages ® Private chat messages

Details

Username = lastactivitydate (UTC) =  Teams chat messages
Thursday, September 14,

1 F. 1
33AECFASEGEE18DBBID. 2017

30 days

239

90 days

180 days

Data as of: 9/13/2017 (UTC)

¥ Export

1/\0_0/\ \ //’/0/‘?-‘>

¢ Eloud Records

Calls = Mei

Home > Dashboard

Private chat messages =

- 5486

Records Waiting for Approval by Owner

Total

® Funtrol Ready 1
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A Home = MENU v

Last generation date:2018-06-07 14:16:37
Next generation job will be started at:2018-06-08 14:16:00

Managed Records Destroyed Records Records Waiting for Approval
1

3251

Record Volume by Status

Last 12 months v M Created M Destroyed W Submitted for Approval

3546 -|

2955 |
Pk =Y N —— B
1773 |
1182 |

591 -




=. Microsoft | Microsoft 365 Products v Resources v Support All Microsoft v Q| R)

Microsoft 365
0365 resources RoAdMEAD

Get the latest updates on our best-in-class productivity

apps and intelligent cloud services. Rethink productivity,
| I streamline business processes, and protect your business

with Microsoft 365.

of what's next

Microsoft 365 Ignite blog >

Enterprise Mobility + Security Ignite blog >

«  Microsoft 365 Public Roadmap

Q_ Search for a product, release or specific update

«  AvePoint Product Updates for
Subscribers

Filters | clear all Showing 654 updates': 0365 @ Download Share RSS

« Success w/Teams Adoption Hub

Prodiicts _ In development Rolling out Launched

D i;]tzrlpfrise & 1 9 5 1 4 5 31 2

«  Microsoft Learning Pathways i t

e sEs + Description Status Tags Release
. ’ . . D Windows 10 4
® A\/e POII’VE S TeamS LeamlﬂQ Seﬂes Improvements in reporting of ‘bad In Exchange Q3
items' during mailbox migrations development CY2019
Release Phase -+
«  Microsoft Certified Service
| =Y Platform + New Calendar App replaces Meetings In Microsoft Teams  October
AdODtlon SDeClahSt App In Teams development  All environments CY2019 (]
) I Cloud Instance —+
©AvePoint, Inc. All ri

Outlook for Android: Time to leave In Worldwide December _
New & e e - L A N


https://docs.microsoft.com/en-us/MicrosoftTeams/adopt-microsoft-teams-landing-page
https://techcommunity.microsoft.com/t5/Driving-Adoption-Blog/Microsoft-365-learning-pathways-your-customizable-training/ba-p/638479?utm_source=Direct
https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-public-sector/
https://www.edx.org/course/microsoft-service-adoption-specialist-4
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