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Collaborate with Confidence

M365 Spring Cleaning: 
Disposing Zombie Teams
Let’s talk Teams lifecycle management
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We Are AvePoint

Leader in Microsoft 365 data management solutions

is headquartered in Jersey City, NJ,
with approximately 1,500 employees across 29 offices, 
14 countries, and five continents.
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AvePoint Cloud Our Global Cloud 
Instances Ensure 
Your Data 
Sovereignty

Multiple Global Cloud Instances
• Hyper Scale; Regional Redundancy;
• Cloud Service Resiliency;
• Data Residency Availability;
• Geo Replication

7 Million Microsoft 365 
Supported Seats
Providing Operational Efficiency for 
Microsoft 365

99.5% Availability | 24/7 Support
Uptime backed by Microsoft Azure and 
World-Class Support

Managing 50PB+ 
Customer Data Worldwide
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We Facilitate Your Cloud Journey

6

Financial Services Pharma & HealthGovernment High Technology Retail Education Communications

• Information Lifecycle Management 

• Delegated Administration 

• Managed, Automated End-User Services

• Cloud Migration and Consolidation

• Content & Collaboration Security

• Operational Governance/SaaS Mgmt

• Asset Management

• Internal / External Sharing Governance

• File Analysis and Discovery

• Data Retention

• Records Management 

• Data Classification, Audit, Protection
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AvePoint Inc.

Jersey City, NJ

CTO, AvePoint Public Sector

Chief Product Officer

John Peluso

john.peluso@avepoint.com

in/johnpeluso

@JohnConnected

https://johnpeluso.me

Let’s connect!
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PAIT Group

Cincinnati, OH

President, PAIT Group

Office 365 Strategy

Stephanie Donahue

sdonahue@paitgroup.com

in/stephkdonahue

@StephKDonahue

https://www.paitgroup.com

Let’s connect!
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The Current Scenario

COVID caused a rush to the cloud during quarantine

Positives
• "Work from anywhere" is the 

new normal
• No more VPN for file sharing
• Attachments aren't buried in 

email
• Many new features to take 

advantage of

Negatives
• Little to no planning was 

completed
• "Lift and Shift" was common
• Things are everywhere! Or maybe 

they aren't and they should be ;-)
• A lot of abandoned Teams that 

were spun up quickly but no 
longer in use
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Taking a Step Back

If you could it all over again....what would you change?
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How is modern collaboration in M365 different?

Legacy Approaches
• Long term, structured repositories
• Hierarchical and long-term
• Defined permission structures
• Limited broken inheritence
• Limited privileges to create and 

provide access

Modern M365 Collab
• Mix of long and short-term 

workspaces
• Non-hierarchical by nature
• Multiple services overlapping
• Highly privileged owners and 

members
• Broken inheritance everywhere
• Self-service
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What is driving the shift to ad-hoc spaces?

Container-based management
• Group by function, not by 

department
• Ability to manage security and 

sharing with less broken inheritance
• Create policies for governance & 

retention by container instead of by 
file type

• If we don't need it anymore, delete 
it!
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Teams that have lost relevance

Common Scenarios
• Teams with the word "test" in them

• Teams that haven't been used in more 
than 90 days

• Project-based Teams

• Customer-based Teams (if they are no 
longer a customer!)
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Not it!!

Who should decide what can be deleted?
• Legal and Compliance Teams for more formal documentation 

and company records

• Management for ad-hoc teams (the Company Picnic Organization 
Team doesn't need legal's approval!)

• PMO: Project-based Teams

• Account Management Team: Customer-based Teams (if they are 
no longer a customer!)
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The Exceptions

What if the team is no longer active, but content within it is subject to a 
longer retention? How should we approach this problem? Does it mean the 
Team has to live for as long as the content?

Example: Tax department – tax returns and their work papers are "active for 
1 to 3 years" but returns needs to be kept forever



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Signs you may need to reorganize before 
implementing governance
You're asking questions like...
• I have a LOT of those exceptions you talked about, how could we possibly 

create a policy?

• I have documents that people need access to, but I don't want them to 
have access to the entire Team – what should I do?

• We only have one Team per department and they are reluctant to delete 
anything, how do we confidently separate the content that should be 
retained vs deleted?
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So...What's Next?

• Take the time to do the planning –
content and organization is key!

• Use a migration tool to move content 
around

• Governance can be addressed before or 
after you initially deploy Teams
– Governance is an ongoing activity

Implementing governance
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Planning Round 1
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Assessment: Re-organize, flatten your 
architecture, identify inactive Teams
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Planning Round 2
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Microsoft native tooling to help govern 
workspace lifecycle…
Team “Archiving”
• Removes Team from user’s lists of active Teams
• Puts Team conversations and files into “read only”
• Can be reversed by a Team owner

Soft Delete
• Recover deleted Teams and Groups

Group Expiration
• Require owners to confirm their Group is still active and relevant periodically 

Retention and expiration of content 
• Records management and content compliance policies
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Understanding “archived” Teams 
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Using Retention Policies for Teams
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Understanding  O365 “Retention Labels”
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A “layered approach” for M365 governance…

IT Governance
(Broad, organization-wide)

Operational Governance
(Application-specific, aligns with IT 

Governance goals)

Workspace 
Provisioning

Ongoing 
Management

& 
Enforcement

Lifecycle and 
EOL for 

Workspaces

Data Governance
(Content-specific, aligns with IT Governance goals)

Item-level 
Retention & 
Expiration

Records 
Mgmt Classification DLP
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Top-down, and bottom-up…

“Container level”
“Conte

nt 
level”

“Container level” “Content level”



Implementing Governance at 
the M365 Container Level
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What is 
sprawl?

Not a number…
… just more than you can effectively manage
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Best practices for managing M365’s new model

Establishing data ownership

Workspace level classification

Collaboration asset inventory

Attestation/Recertification

Automated self-service requests

End-to-end lifecycle management



Admins have an “inventory” of all M365 
collaborative workspaces



Admins can drill-down for all details of each 
workspace



Admins can drill-down for all details of 
each workspace



Click to edit 
Master title style
Second level

How do you 
keep this 
information 
current over 
time?



Periodic review and recertification by data 
owners confirms need, permissions, etc.



Periodic review and recertification by data 
owners confirms need, permissions, etc.



What if the workspace is no longer needed?
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AvePoint managed de-provisioning of O365 
Workspaces
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Adding “teeth” to the Teams archiving concept…
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Lifecycle timeline, archiving or deleting based on 
time, inactivity…
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Adaptive scopes for retention policies leverage 
Cloud Governance metadata
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Moving granular content to longer term repositories…
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