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Take 3 post-IT
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Let's shake hands
Who you are and what is your role

And what did you pen on'the post-it



You want to use Teams but.....

Multiple Collaboration IT and Executive
Technologies are already Stakeholders are concerned
in use with losing
control/visibility
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Lack implementation
strategy



Today’s performance in three acts...

Act 1: Introduction Teams Governance
09:00am - 10:40am

10:40 — 10:50 Short Break

Act 2: Striking the balance...

10:50am - 01:00pm

Deep dive into the governance and management of Microsoft Teams
at scale in your organization. Strike the proper balance between
collaboration and control

12:01om —12:30pm Lunch

Act 3: Pilot to production
1:00pm = 1:30pm
Act 4: End of the day 01:30pm — 02:00 A
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Mood Scale: How Are You Feeling?

Sad, In the Middle, Mot Happy,
epressed, Happy nor Sad High,
Daown Awesome,
Great

S —————y

A
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Act 1: Introduction Teams Governance

Envisioning how Microsoft Teams can modernize your teamwork



”Team | WOrk"

J

Share Files

Plan meetings
and events

. Alex Wilber Ben Walters

Track tasks

g@ Lidia Holloway %@ Henrietta Mueller
:-_'._._.:' 13 "-_t'_.'_ 1 ] larketin: ictant
Send and
receive emails

Irvin Sayers

(=

Miriam Graham

Chats and

i conversations
Social

engagement



Teamwork

The landscape
has changed

More collaboration

People work on twice as many teams and spend
50% more time collaborating

Internal, external & remote

People need to connect and communicate
across organizations, locations & time zones

Diverse workforce

People have different expectations, preferences,
skillsets and abilities

Employee engagement

Globally, employee engagement is 15%,
but at the best performing companies, 70%
of employees are engaged and profits are
21% higher



Understanding
"Office 365
Groups”

Who work together With “appropriate”
as a group or team

transparency

A defined
collection
of people

Equipped with
tools to help them
collaborate

Internally and
externally




What all O365 Groups have in common...

SharePoint stores the files for collab and compliance

Leverage all SharePoint's doc management functionality
Protection, compliance, DLP

Fxchange mailbox stores the conversations for
compliance

Conversations spool to Exchange for retention, hold and eDiscovery

Additional Office 365 services support the group

Planner for task management
Stream for video sharing

A
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Microsoft Teams — The Hub for Teamwork

Office
applications

|: Communicate;: Chat, calls &
meetings for today’s teams

Content
and
authoring

Collaborate: Deeply integrated
Office 365 apps

~
o

G

Microsoft
Teams

Customize & Extend: 3rd party
apps & existing systems

_o_
D ©

Everyday
Apps and
Services

Chats, Calls
& Meetings

N Work w/ Confidence: Enterprise
security, compliance & manageability

Bots and
Connectors

A
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L ook familiar?

Office
applications

Content
and
authoring

Microsoft
Teams

Everyday
Apps and
Services

Chats, Calls
& Meetings

Bots and
Connectors

"Team | Work”

-_. Alex Wilber Ben Walters

' Marketing Assistant VP Sales

J

Share Files

‘ Lidia Holloway

Product Manager ¥ Marketing Assistant

Send and
receive emails

Irvin Sayers Miriam Graham
Director " VP Marketing

Social
engagement
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Henrietta Mueller

Plan meetings
and events

Track tasks

)

Chats and
conversations

A




The basic “shape” of a Team...

SECURITY boundary
«  Jeam (Group) membership

/ COMMUNICATION boundary
«  “Follow” (notifications)

/

COMMUNICATION boundary
«  “Follow” (Channel notifications)

™~

Channel 2 ...

Channel 1

| | |
Tab 1 . Tab 1 .
\ Coiverssions Tab 2 (Files) Tab 3 (SP Page) ) \ CoiversEiens Tab 2 (Files) Tab 3 (Notes) Tab 4 (an app) )
Resources to support the Channel Resources to support the Channel ®
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. A




e " Channel: General TABS= Resources to

T h > Pa SIC S h d pe + (TAB) Conversations support the Channel
I « (TAB) Fil 1
O a Tea m .o * (Tab) Clo:‘erence task Planner "’I

CHANNEL = Focus area

& “attention” boundary

Channel: After Hours Channel: Logistics

 (TAB) Conversations

* (TAB) Files

* (TAB) Logistics doc

* (TAB) Rooming worksheet

 (TAB) Conversations
« (TAB) Files
* (TAB) OpenTable Site

Conference
Team

TEAM = Security boundary,
0365 Group membership

Channel: Marketing

. . Channel: Meeting
Communication

Management

* (TAB) C ti i
ETAB; Fi(l)ensversa 1005 « (TAB) Conversations

« (TAB) Photos Doclib « (TAB) Files

o * (TAB) Meeting OneNote ®
- (TAB) Hootsuite sit
(TAB) Hootsuite site - (TAB) Meeting worksheet A
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The "nub” ... In action!

The TEAM  1he Team’s CHANNELS Channel TABS

/ / /
| 4 /
evertes US-PubSec > Knowledge Channel » - et

q US-PubSec ’
Conversations  Files AP Wiki AP University L&L Planner Resources 1more~ —+

General
Tuly 26,2018

@

FED Sales i
B 7/26 1:13 PM Edited
Knowledge Channel : . . e I e, .
Following Group Emails in Outlook
Hey US-Federal,
Marketing Events (1)
Quick reminder, be sure to "follow" the US-Federal Group in Outlook so you receive emails sent to the distro in your inbox.
You can find instructions HERE or take a look at the screenshot below. Taylor will be sending out important messages via these
See more
Partner Program SR QGHEEE & i
-':—-‘NH R S\-E..D'Y:'»'-M — T ﬁgo“
EE N SEEN | — Tavl i e
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"Conversations” are at the heart of Team collaboration

n Contoso Health > Contoso Health Main Campus # -

Conversations ~ Files  Huddle Planner

« Persistent and threaded

:‘ Patti Fernandez 8/13 7:34 PM
5‘.3» IMPORTANT!
The dashboard is showing that the patient infection rates are starting to climb post surgery. Can we meet on this sometime o . o
today?
y  Full editing canvas for links
I/

N = Lynne Robbins 8/13 7:34 PM
Yes - We should definitely meet and come up with a plan to get ahead of this. | will be in the office soon.

< Reply

Nestor Wilke 8/13 7:35 PM
| saw this at the Healthcare summit, really great stuff here:

urgency, font and more

» Attach or link files from
desktop, Team or OneDrive

Eg Berkeley Lean-Healthcare-Design-Forum-Jan262017-Final.pptx

2 replies from Jordan and Nestor

& T comrionson * Additional "message actions"

Wednesday there will be maintenance in the main lobby from 3-4. Plan accordingly.

leveraging Microsoft and 3
party applications

Enrico Cattaneo 8/13 7:35 PM
Thanks for the heads up! « =

< Reply

Start a new conversation. Type @ to mention someone.

®

B 7 U S v A WA Paragraph ~ T, < > : ! 99 ces ]

A
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The Difference between Channel Conversations and Chats

Team Conversations Chats

- Threaded -« Not threaded

« Visible to all Team  Visible only to those in the chat
members/owners . Uploaded files go into the

- Uploaded files go into the OneDrive of the poster and are
SharePoint folder for the Channel shared with current chat

. Conversation history goes into participants automatically
the Team mailbox for compliance  Chat history goes into the
needs (hidden) participants mailboxes for

- Notifications will be sent to those compliance needs (hidden)
following the Channel + those  Notifications will be sent to
who are @mentioned participants

A
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When Creating a Team ...

000
Team MMga

(Teamwork Hub)
OneNote
(notebook)

SharePoint Outlook Calendar Planner
(content service) (scheduling) (task management)

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Example: Creating a Service Catalog for Office 365 A

The core... Where | create it... What | get...
Office 365 i Planner pey—

Groups w 8= Outlook 2,3= — mm'K' d> :E%

Group”

= @@ XK B

"Yammer

0B = B YD L

Connected"”




Fstablish Governance Foundation

* For collaborative workspaces, you need to govern:

How are Teams How do | ensure that How do |

policies are enforced . . .
requested, approved retain/expire/dispose of
and resources are

and created orotected Teams as appropriate




To govern Microsoft Teams you must
govern Office 365 Groups



Group Assignemt:
"‘Name your
organization's TOP

e Create 5 groups, depending the amount

of attendees

THREE governance . is winutes

concerns ]CO/” TQC]/’}’]S « 5 minutes presentation

C]/’?d/ Or Oﬁ(l'ce 365 . Pen each governance concern on 1 post-
and what is your
solution

1t




Today’s performance in three acts...

Act 1: Introduction Teams Governance
09:00am - 10:40am

10:40 — 10:50 Short Break

Act 2: Striking the balance...

10:50am - 01:00pm

Deep dive into the governance and management of Microsoft Teams
at scale in your organization. Strike the proper balance between
collaboration and control

12:01om —12:30pm Lunch

Act 3: Pilot to production
1:00pm = 1:30pm
Act 4: End of the day 01:30pm — 02:00 A

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Act 2: Striking the Balance Between Collab and Control

Right-sizing governance for Microsoft Teams



What Microsoft

S saying about
leams
governance




Good governance precedes great adoption.

Frictionless self-service with robust IT
manageability is an attainable goal.

So are satisfied users.



Governance Considerations with Teams

Office 365 SharePoint b Microsoft Teams

P Search

Favorites

ATS_GTM

. ZBCU-GoldZBCU Sensitive

a Will a Team host protected data

0 Why was this Team created?

Sites Fr

-+ Create site

Following

Marketing Campaigns * B 7BCU-GoldNew Shows List

Field Marketing Guide * . sensitive_int_Ekin-Designs

comwromarstng K P — 0 Was a Team, the right choice for this data?

S ad B cnsitive ext clientt

S a sensitive_ext_Attenuator Parts

Recent B sevtve it Account Review e How many Teams are users/departments creating?
ek faer B sersitive int Latest Design

Field Marketing Guide *

e n ATS Rita_Team

0 Who is accountable for each of these Teams?

ATS_Rita_Admin

. sensitive_int_ohare

B e a What is the lifecycle for the content?

+ P
89 Join or create a team

Links
£ Edit

Office 365 Video




Plan Governance from the start

Right-sizing governance for Microsoft Teams



Control governance before day one

Who can Naming Configure Configure .. Use of o
: . Set policies Monitoring
Create conventions guest access expiry templates
( N ( ) ( ) ( N 4 ) ( N 4 )
Prefix-suffix
| | Create site | | naming policies, || Manage who can Set expiration || Retention || Teams templates | | Teams Admin
(SharePoint) fixed strings or add guest users duration P Center
user attributes
g J g J g J g J . J g J . J
( N ( ) ( ) ( N 4 ) ( N 4 )
Create team Custom blocked Turn sharing Ciieese V\{hICh. . SharePoint site SharePoint
— — — . — Groups policy will — eDiscovery — : — .
(Teams) words option on or off designs Admin Center
apply to
. J . / . / . J . / . J . /
( N ( ) 4 ) ( N 4 N
Turn on or off
| | Create shared guest access to || Data Loss || Themes || Office 365 admin
library (OneDrive) group files and Prevention center
OneNote
g J g J . J g J . J
( N ( ) 4 )
Configure Office 365
Create group . .
— (Outlook) — external shar'lng — adoption content
for SharePoint pack
g J g J . J
4 )
— Groups report




Defining “‘governance” for our session...

T Governance

(Broad, organization-wide)

Operational Governance Data Governance

(Application-specific, aligns with IT (Content-specific, aligns with IT Governance goals)
Governance goals)

Ongoing
Workspace Management
Provisioning &
Enforcement

Lifecycle and Item-level Records
EOL for Retention & Mamt Classification
Workspaces Expiration 9
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Let’s keep it simple...

For collaborative workspaces in O365, customers want to govern:

How are avalilability,
compliance and
changes over time are
managed

How do |
retain/expire/dispose of
Teams as appropriate

How are Teams
requested, approved
and created

A
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Consideration 1

»  Sprawl
»  Duplication
How leams are +  Appropriateness

Born

« (Convention
 (Cataloging

A
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Two (ish) options for group/team creation

- Use native self- - IT creates Teams
service and Groups for
provisioning users

- Trust that users - More control
know best what but less agile and
they need creates IT burden

()]
O
>
| -
()]
wn
\-|_I—
()]
(V)]
kS
(@
O
(@)
e
o

buluoisinold UsALg-] |

A
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Beware of the “they'll figure it out” mindset...

Too often, unassisted provisioning can actually hurt adoption

Create whatever, whenever

Each user has their own ideas of how

Teams should be used
Users are part of more and more

Teams without clear direction
Frustration as it gets harder to keep up on

osts and find your data

Users revert to the old ways of
collaborating

Teams adoption dwindles A

©AvePoint, Inc. All rights reserved. Confidential and proprietary informatc. f AvePoint, Inc.




But don't repeat the mistakes of the past...

‘ f self-service is disabled...

« You MUST have an alternate strategy

 Legacy, overly manual provisioning processes
will also kill Teams adoption and burden your
operations teams

Automation can provide the “middle way”
« Automation can create sustainable, alternative

provisioning workflows

« Powershell, Power Apps, Power Automate
and/or 3" party applications are options

A
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When considering native self-service...

mMpact on L

esire/neeq

You should be thinking about:

ser experience and business agility
to mandate options and settings

What can/can’t be adjusted afterwards




Microsoft's native tooling to help govern Teams provisioning...

Restricting selt-service Usage Guidelines
CreatiQn Link to acceptable use policy etc.
Can restrict creation to select group of users Dyﬂa mic Mem berShip
Set group \/|S|b|||ty Set group membership by AAD attribute
Options for public/private, hidden Namiﬂg rules

membership/group

"Classification”

Set one “classification” per group and have it
displayed on Group page

Prefix/Suffix, blocked words

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.



https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

You CAN limit who can create Groups- aftects all Group flavors

Plan and Office 365 Group Creation Disabled

Your organization’s global admin has turned off the ability to create new
Plans and Office 365 Groups.

Sorry, the ability to create groups has been turned off by

the person who manages your email,




Classitication and Privacy...

Search or type a command

Favorites z = : :
Richland Hammer Time > General - Private | Toxic
Product Launch
a Conversations  Files TaskPlan -+
S m Contoso News -
ags .
i Wicked Add more people Create more channels Open

E Richland Hammer Time

Meetings MOD Administrator 10/24 12:26 PM
General @ ‘
o Tab conversation has begun.
“ Other Channel
v
e Ap Task Plan
More
ces L od Reply
@ MOD Administrator 10/24 12:26 PM
o Hey @Adele Hello
< Reply
@ MOD Administrator 10/24 12:28 PM
% | This doc needs attention
Hey @Adele..

£3
Get app ﬂ Project tracker1.ods

Start a new conversation. Type @ to mention someone.

W Join or create a team 3 A, & © & Gd e =



Private or Public- What's the impact?

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add members

Private - Only team owners can add members
Public - Anyone in your organization can join

Org-wide - Everyone in your organization will be automatically added




Understanding “Public” content visioility

“

Search or type a command

v

. E Contoso News > General - bz

Product Launch
= |

Contoso News

Conversations Files Wiki GAO —+
MEre dig SOIMIE UINYS W yet yuiny...

o General

Teams
B wicked =
&8 \

Meetings . . ol
% Richland Hammer Time &
i General - X  Office 365 e D L5 7
Files
Other Channel

)

ot More

# EDIT LINKS Search this site

Addn

People and Groups » [Contoso News Members o

S MOoD Admir

Groups . . : e
P New = Actions ~ Settiggs ~ View: Detail View =
MOD Ad Contoso News -
:0 Tab comn Members 0 Name About me Title Department
Contoso News Contoso News J,
Visitors

[i] Everyone except external users
Get app Contoso News

Owners

©F More...




Group “Classitication”

Create your team

Collaborate closely with a group of people inside your organization based on project, initiative, or
common interest. Watch a quick overview

See your organization's guidelines.

Team name

Description

Privacy

Private - Only team owners can add
Classification allows organization to protect data
based on our policies and standards.

Classification

Pretty Safe Pretty Safe - You know like iffy but still safe

WickedlyPrivate - Probably don't show anyone

Toxic - Don’'t you DARE!

Create a team using an existing team a

Create a team from an existing Office 365 group

Cancel




Understanding Classification- Today

Can be applied to Sites and Groups

Set at “container’ level where Labels are at item level for docs and emails

Currently requires application via PowerShell

PowerShell used by an admin to create and apply classifications
Can be selected by user if self-service site collection provisioning is enabled in SharePoint
Microsoft signaling same for O365 Groups in future

Does not drive any action currently

Currently no impact on retention or expiration

A
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Classitying SharePoint sites and Groups- Soon

M= 1 SharePoint X | + v = X
& 2> 0O ) mippreviewtenant26.sharepoint.com ¥ = 7 '

Office 365 SharePoint

Create site é

TP i Site name

Following «  Get a team site connected to

H Contoso Merges and Acquisition
MIPIgniteDemoSite ‘ Ofﬁce 365 Grou pS

X X . The site name is available.

I Use this design to collaborate with your team. Share documents,
track events in a shared calendar, and manage project tasks. Group email address

Featured links ContosoMergesandAcquisition &

Edit The group alias is available.

Site address

https://mippreviewtenant26.sharepoint.com/sites/ContosoMergesan...

Site description

A ‘ Tell people the purpose of this site
IgniteDemoSit |

Sensitivity @

— Confidential v

Privacy settings

Private - only members can access this site v




Preview EOY

Classitying SharePoint sites and Groups

SharePoint

@ Your organization doesn't allow you to download, print, or sync using this device. To use these actions, use a device that's joined to a domain or marked compliant by Intune. For help, contact your IT department. More info.

eyl Contoso Merges and Acquisition

Private group | Confidential

L Search this site + New Vv Published

e

Microsoft Admin L2 1 member

Home

News Quick links
Conversations
+ Add
Documents ' @ Learn about a team site
Keep your team updated with News on your
Notebook .
team site
Pages M From the new team site home page you'll be able to quic... @ Learn how to add a page
Site contents
|
Recycle bin
Edit

Activity Documents See all




Using the native "naming policy” for Teams and Groups...

Set the naming policy and custom blocked words

1. Now you can set the prefixes and suffixes. Run the following commands in Azure AD PowerShell:

$Setting["PrefixSuffixNamingRequirement™] = “Grp_[Department]_[GroupName]_[Country]”

2. Now set the custom blocked words that you want to restrict by typing below. Add your own custom

words that you want:

$5etting["CustomBlockedWordsList™]="Payroll, CEQ,HR"

3. Save the settings for the new policy to be effective by typing:

Set-AzureADDirectorySetting -Id (Get-AzureADDirectorySetting | where -Propef
"Group.Unified” -EQ).id -DirectorySetting $5etting

©AvePoint, Inc. Al

Create your team

Collaborate chosely with a group of people ingide your organcation based on project. initiative. or
Cormamepn infeEnest. Mere 5 3 hadpiul i

l:':l The nasme can't conthin HE

Team name

HR

GRP HR Sales & Marketing [0

Detcriptuon

Prividy

Private - f)ﬂj tea Cuveefd CBR B e mDers b

Limited Prefix/Suffix options
= Fixed text

= AAD properties of the
requestor

= Dept, Company, Office,
State/Province,
Country/Region, Title

Requires clean AAD
= AAD properties must be
current and complete
"Blocked” words
= MSFT list
= "Custom list”

A




Using the native “Dynamic Membership’ for Teams and

S S | & Based on AAD Attributes

p > Dynamic membership rules

X Dynamic membership rules = AAD pl’OperﬂeS drive
membership

Add dynamic membership rule

Office 365 N | B T Advanced rule

= Not based on Security

* Group name @ Add users where )
| My Cool Dynamic Group ¢| department hd GrOUp Mem berShlp
5] Group description @ Equals v )
B e Requires clean AAD
Coaol People
. * Membership type N
e v = AAD properties must be
. . current and complete
o o e e R 5 Dynamic membership rules O X

Add dynamic query

Add dynamic membership rule
Simple rule gL

Advanced rule @

(user.department -eq "Cool People®)

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




e Native Site Creation

:)EerT](). « Managing Office 365 Groups

Native Governing v wores

provisioning of . External Sharing

Omce 365 GerupS e The impact of these settings to users




‘AzureADDirectorySetting” Template allows restriction
of self-service group/team creation

Also allows definition of several other options

EN Administrator Windows PowerShell

C:\windowshsystem32> Get-AzureADDirectorySetting
DisplayName Templateld Values

826b-58e47ebelfdb {class SettingValue {..

P5 C:\windows\system32» (Get-AzureADDirectorySetting ed777fch-0844-4eBd-adca-fcdc282dach¥) .Values

WETT Value

CustomBlockedlWordslList

EnableMSStahdaFdBluckedwurd5 talse

ClassificationDescriptions

DefaultClassification

PrefixSuffixNamingRequirement

AllowGuestsToBeGroupOwner False

AllowGuestsTolccessGroups True

GuestUsagebuidelinesUrl

GroupCreationAllowedGroupld  319c90a7-67ad-4bcd-83a4-759508

AllowTolddGuests True PY
UsageGuidelinesUrl

ClassificationlList A

EnableGroupCreation



https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/manage-creation-of-groups?view=o365-worldwide

Also consider...

Additional PROVISIONING ideas from the field

* Guidance to the user for what < Setting guest access/external

to use and when setting per team
* User/Division-level workflows * Metadata collection for
» Teams "Templates' cataloging your collab
* Approval when necessary workspaces

+ More flexible naming policies * Named data owners

A
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Mood Scale: How Are You Feeling?

Sad, In the Middle, Mot Happy,
epressed, Happy nor Sad High,
Daown Awesome,
Great

S —————y

A
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Considerations 2

« Day to day administration of

leams
Onao «  Monitor tor Group Usage ana
ASJIINKS Adoption
Operations - Ensure users aren’t doing

what they shouldn't

« You're old friend hasn't gone
anywhere...

A
information of AvePoint, Inc.




Microsoft native tooling to help govern Teams management...

Teams Admin Center

Day to day management of the Teams service with
policies and settings

Usage Reporting

Track and monitor usage and adoption

Audit Reporting

Report on user activity within Microsoft Teams

https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017 !0
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https://blogs.office.com/en-us/2017/04/06/whats-new-in-office-365-groups-for-april-2017

Teams admin roles...

Manage the Microsoft Teams service.
Manage and create Office 365 Groups

Teams Service Admin

Teams Comm Admin  Manage calling and meetings features within Microsoft Teams

Teams Comm

. Troubleshoot comms issues within Teams by using advanced tools
Support Engineer

Teams Comm

L Troubleshoot comms issues within Teams by using basic tools
Support Specialist

A
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The Teams Admin Center...

33 Contoso | Microsoft Teams & Skype for Business Admin Center ¢ o® 2 (s

Dashboard \ Manage teams \ X1050 Launch Team

Dashboard
£ Edit
Teams X1050 Launch Team
Manage teams Privacy
E = Public
Devices
X1050 Launch Team Mail
& Locations X L X1050LaunchTeam@teamw
orkdemob.onmicrosoft.com
28 Users
Meetings
E Messaging policies
= .
>V
& Voice Channels Settings
A Analytics & reports
Org-wide setti
@ rg-wide setlings + Add team members < Remove 5 Team members /O Search
Display name User name Title Location Role
@ Angela Donohue AngelaD@teamworkdemaob.onmicroso... Sr Product Marketing Manager - Member ~
@ Christian Schacht ChristianS@teamworkdemob.onmicros... Sr Product Marketing Manager - Member N
6 Heidi Gloudem... HeidiG@teamworkdemob.onmicrosoft.... - - Owner e
B Jeff Teper JeffT@teamworkdemob.onmicrosoft.co... - = Member 4

5 - - - —— - — — —
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Teams “policies & settings”

Policies

» A collection of configuration settings
« Applied to some or all users

« Examples: messaging policy, meeting policy, voice policy, etc.
Settings

« A collection of configuration settings.
« Generally grouped by modality.
« Pertenant only.

« Examples: guest, federation, audio conferencing, etc.

A
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onitoring for adoption and usage

Select a report Help

Office 365 7 days 30 days 90 days 180 days

Activations
Active users

Office 365 groups activity

Exchange

el ey B Exchange ® OneDrive ¥ SharePoint B Skype for Business @ Yammer B Microsoft Teams

Email app usage

Mailbox usage
OneDrive

OneDrive activity

OneDrive usage

SharePoint
SharePoint activity 1/3/2018
. ~ ~ ~ ~ fa Exch : 0 - S _ Y
SharePoint site usage O?ZSI_?\?:: 0 1}19/201 s
Skype for Business @ SharePoint:
Skype for Business activity \I\(Afi,;:c:li:‘:t Teams- g
Skype for Business peer-to-peer activity
Skype for Business conference organizer activity . OneDrive files E} SharePoint files Skype for Business
Skype for Business conference participant activity 299 3 . 3 K 0.4% 1 aCUVlty
Skype for Business device usage
Yammer
Yammer activity M Storage used M Viewed or edited M Files synced

Shared internally

Yammer device usage 502.36MB B Shared externally

Yammer groups activity 502.36MB 400
Microsoft Teams 502.35MB 350
Microsoft Teams user activity 502.35MB 300 Looks like no one is using this product
Microsoft Teams device usage 502.34MB 250 vet
502.34MB 200 .
v 502.33MB 150
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Monitoring for adoption and usage

Office 365 Admin center

Home > Usage > Microsoft Teams user activity

Microsoft Teams user activity Help

7 days 30 days 90 days 180 days

Activity  Users Data as of: 1/20/2018 (UTC)
Number of activities by type ¥ Export
124
14
0.8
0.6 4
04 -

0.2

1/14/2018 1/15/2018 1/16/2018 1/17/2018 1/18/2018 1/19/2018 1/20/2018

B Channel messages ® Chat messages ™ Calls ® Meetings

Details ¥ Export

Username

Last activity date (UTC) =  Channel messages =  Chat messages = Calls =  Meetings

Monday, September 25,

admin@odemo.me 2017 0 0 0 0
AdeleV@odemo.me Tuesday, August 22, 2017 0 0 0 0
PradeepG@odemo.me 0 0 0 0
% LidiaH@odemo.me 0 0 0 0
ChristieC@odemo.me 0 0 0 0
HenriettaM@odemo.me 0 0 0 0
JoniS@odemo.me 0 0 0 0
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Audit reporting for Teams...

Office 365 Security & Compliance 5, | O  MOD Administrator ()

Permissions

Classifications

Data loss prevention

Data governance

Threat management

Search & investigation

Content search

Audit log search

eDiscovery

Home > Audit log search

Audit log search

Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your organization have been doing. You'll be
able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searching the audit log

Results
Search
Activities Date v IP address User Activity Item Detail
Show results for all activities ~
x Clear all to show results for all activities RU N a sea I’Ch tO View resu |tS
teams‘ x

Microsoft Teams activities

User signed in to Teams “

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

Limited detail currently
= User sign-ins
= No “Team” centric pivots
= Check "Group” activities

for more actions
Non-admins allowed

= Set permissions in Sec &
Compliance center



Your old friend still needs to be dealt with...

>SharePoint
Online




[DEEFTW(): e Teams Admin Center
O/’]gOU’]g e Monitoring Team and Group Usage
management of
leams

e Office 365 audit reporting




Also consider...

Additional MANAGEMENT ideas from the field

* Catalog/Inventory reporting ¢ Offline retention
* Recertification and renewal * Additional Team and item

» Setting and enforcing Policies  level recovery options
at the workspace level * Delegated administration

* "Right-sized" governance tools and reporting
packages for specific needs
and divisions o
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Consideration 3

« How do | know when a

Retention, Group should be expirec

Expiration and . ow do | get rid of It “safely

Disposition : ow do | make sure
information management
oolicies are enforced?

/1

A
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Microsoft native tooling to help govern Teams litecycle...

Team "Archiving”

Removes Team from user’s lists of active Teams
Puts Team conversations and files into “read only”
Can be reversed by a Team owner

Soft Delete

Recover deleted Teams and Groups

Group Expiration

Require owners to confirm their Group is still active and relevant periodically

Retention and expiration of content

Records management and content compliance policies

A
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Understanao

Microsoft Teams Search or type a command

ng “archived” Teams

Favorites

B s

Want an even faster, more collaborative experience? Download the desktop app.

Product Launch ces Manage teams Create a team

Bl Test Team Search teams Q

m Contoso News ~ Active (6)
s

Name Description Membership People Type
Exec Chatter ver
_ _ Big Wigs A casual forum for senior leadership. Owner s 9 & * ...
Big Wigs -
General m Contoso News Company News Channel ... everything you need to know ...~ Owner 855 24 & *
My Other Channel
Exec Chatter Exec Chatter Owner s 2 & w
Product Launch A collaboration area for the Product Launch team. Owner egs 11 féés) *
Test Team Test Team Owner s Manage team ees
Want to archive "DC Posse"? . test123 test23 Owner B Add channel @
ot
. . L \ . < Add b
This will freeze all team activity, but you'll still able to add or remove members and members
update roles. Go to Manage teams to restore the team. Archived (1) $ Leave the team
Name Description Membership & Edit team
D Make the sharepoint site read-only for team%mhers .
ﬂ DC Posse DC Posse Owner & Getlink to team .
= Archive Team

Delete the team

S]]

8" Join or create a team &
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roup expiration helps prune old Teams

contoso > Users and groups >

Expiration (preview)

Action Required: Renew your Office 365 group

P Search (Ctri+/) FAsave X Discarc
msonlineservicesteam@microsoftonline.com & 9 Replyall |v
Yesterday, 3:20 PM
MANAGE Renewal notifications are sent via email to group ownel MOD Administrator ¥
day prior to group expiration. Failure to renew will resu
.n. General Office 365 group and its content from Teams, Planner,’
Outloak, etc. If group owners do not have Exchange Lic
this feature. Your Office 365 group 'test’ expires in 30 day(s)
'n' Expiration (preview)
Group lifetime (in days) @ Custom v 31
ACTIVITY
. * For groups with no owners, notify @ Admin@odemc
ﬁ Audit logs
Enable expiration for these Office 365 groups @ All Selec
test

TROUBLESHOOTING + SUPPORT

% Troubleshoot Select Office 365 groups u

@)
I Alex Dept Planning Go to group

s New support request
A8 Alex Team YamJam

2 test A If you don't renew, the group and its related content from Teams, Planner, Yammer, Sharepoint, Outlook, etc. will be deleted on
9/10/2017

One Microsoft Way, Redmond WA, 98052
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"Soft Delete” allows whole-hog recovery of
deleted O365 Groups

Azure Active Directory admin center

@

@ admin@odemo.me ®
CONTOSO

Lzl Dashboard
i= All services
% FAVORITES
b Azure Active Directory
., Users

EE.[" Enterprise applications

«

Dashboard > Contoso > Groups - Deleted groups

o2 Groups - Deleted groups

Contoso - Azure Active Directory

&% All groups
&4 Deleted groups

# Diagnose and solve problems

Settings

@ General

@ Expiration

£33 Naming policy
Activity

— Access reviews

Audit logs

()
54

Bulk operation results (Preview)

Troubleshooting + Support

2 New support request

« [i] Delete permanently || Restore group ) Refresh == Columns

ﬂ This experience is exclusive to Office 365 groups. 30 days after original deletion, groups are permanently deleted.

| A Search groups

Name Membership Type Deletion date Permanent deletion date
Test Team US Assigned 2/25/2020, 11:38:45 PM 3/27/2020, 12:38:45 AM
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What about retention of content within Teams, Groups
and Sites?

0365 ‘Advanced Data Governance” can handle retention/expiration

*  Email \ 0365 Information

* T1chats ,
/ . Grous chis Protection tools
—_ * Channel messages

= eDiscovery
Microsoft Chat 0365

» Compliance content
search
* Archive

/ = Retention
* Audit Logs

* |egal Hold
Teams service substrate

= SharePoint Files

=  OneNote @
= OneDrive for Business




sing Retention Policies for Teams

Office 365 Security & Compliance

Create a policy to retain what you
want and get rid of what you

don't.

. Name your policy

Settings

. Choose locations

@ Review your settings

Decide if you want to retain content, delete it, or both

Do you want to retain content?

@ Yes, | want to retain it ®

7 H years Create a policy to retain what you
want and get rid of what you

Do you want us to delete it after this time? §

O Yes @ No

O No, just delete content that's older than (7) . Settings

‘ For this long... ¥

Choose locations

Retain the content based on

. Name your policy

@ ai Office 365 groups

Choose locations

1 years v

@ Skype for Business

® Review your settings

Need more options?

O Use advanced retention settings ® E Exchange public folders

ﬁ‘ﬁ Teams channel messages

@ Teams chats

©AvePoint, Inc. All rights reserved. Co

Cancel

All

Choose teams

All

Choose users

None

Exclude teams

None

Exclude users

Feedback



Understanding O365 “Retention Labels”

Office 365 Security & Compliance

Create a label to help users classify

their content. Label settin gs

Retention

. Name your label c

Label settings

When this label is applied to content...

@ Review your settings @ Retnin thn ~memtmmt o~
|& Share @ Copylink & Download [i] Delete o Flow ™ = Pintotop [§ Moveto [ Copyto «” Rename -:- 1selected X Y @
I .
5| Test Doc.rtf
Documents -
C D Name Modified Modified By Sign-off status Name *
C Test Doc.rtf
S General September 25, 2017 MOD Administrator
@ Apply label
@  HBI Stuff September 11 MOD Administrator
O Do High Business Impact (HBI) @\;
My Other Channel September 25, 2017 MOD Administrator None
Clear the label
2018-01-24_17-11-17.png April 16 MOD Administrator
Retain ¢ High Business Impact (HBI)
(V] Test Doc.rtf August 23, 2017 Adele Vance Retain for 7 years
Low Business Impact (LBI)
Delete after 2 years
Label cl
1 Use Medium Business Impact (MBI)

Retain for 3 years

My New Label

/
I Test Label 2

Retain for 22 years




e Archiving Teams

[DGErT]C): e Setting Group expiration
LlfeCyC[e and ”emd e Retention policies and labels 1in the
of life” for Teams

Security and Compliance Center




Also consider...

Additional LIFECYCLE ideas from the field

* Periodic renewal/recertification

* Managed de-provisioning workflows
* Offline archiving

* Data export

A
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Mood Scale: How Are You Feeling?

Sad, In the Middle, Mot Happy,
epressed, Happy nor Sad High,
Daown Awesome,
Great

S —————y

A
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Wait, how are we going to make it easy for the people
to do the right thing, including YOU

Right-sizing governance for Microsoft Teams



Targeting Services & Policies Across Divisions

Tenant Wide General Services

Available to all/most users - Cﬁcre SlerVIcEs SEte
Address general productivity, security, compliance needs provisioning, flfecycie, policy, protectio

Address Unique Needs of Specific Division Division Division

Departments or Divisions

- LOB specific configurations B

- More/less control and restrictions G
- Example — External sharing allowed

Specialized Services Smaller Groups Team C-1
- Unique needs can be addressed specialized Services
- Pilots of future services




aly

: A
Self-Service Enablement s
o |

o

Efficiency
through
Automation

Balanced

Controls

Ongoing & 0\/ Managed

Governance b&j Disposition

A Oo i I

B« O -T

o | +

Request Manager Approval Workspace Renewal Lease Management
o 1 e

| o — > Ii — '&()

¢ |+

Request Workspace Renewal

) + + ’ S 2 '
I ’?_ — > . v — — > >
o—t & Office 365 Groups
(o)

Request Manager Approval Workspace Lease Management

A
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&‘x DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL No external sharing External sharing allowed in: External sharing only allowed in:

SHARING o @ @ @
EXPIRATION/ 6 Months 12 Months 9 Months

RETENTION after last accessed after last accessed after last accessed
ALLOW THESE USERS All requests through All requests through Only Joe, Sally, and
TO CREATE A TEAM Central IT Department IT Harold can create

RECERTIFY after after atter

MEMBERS 3 Months 6 Months 12 Months




e Request for team

Demo:

e Recertify

E/’?C/ USQf Se[f e And more cool stuf
service




ENFORGEMENT [0 —3
IS JUST ”
A SUGGESTION




e 10 minutes

e personal presentation




Today’s performance in three acts...

Act 1: Introduction Teams Governance
09:00am - 10:40am

10:40 — 10:50 Short Break

Act 2: Striking the balance...

10:50am - 01:00pm

Deep dive into the governance and management of Microsoft Teams
at scale in your organization. Strike the proper balance between
collaboration and control

12:01om —12:30pm Lunch

Act 3: Pilot to production
1:00pm = 1:30pm
Act 4: End of the day 01:30pm — 02:00 A
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Act 3: From Pilot to production

Driving sustainable adoption of Microsoft Teams and Office 365



Why Conduct a Pilot?

Test Drive Minimize Evaluate Confirm
Microsoft Teams Risk Options Benefits

A
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Solutions
For Microsoft Teams

Pressure from the
business to use Microsoft
Teams

Not
Started

Migration

Duplicates,
Deletions

Shadow IT

Competes
Lack of with
Granular Restore & Backup oot A T R Microsoft

Over-
Sharing

Records Management

Service Desk
Inundated
with requests

No Governance
Controls in Place

Top-Down Governance
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Questions to consider before production

o What were the success criteria that determined it's time to move to production?

o What were the use cases you used during the pilot phase?

o What were the lessons learned during the pilot phase and what did you do with it
for the existing and newly-created containers?

@
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Business Scenario Framework

As someone in...
(Team)

<N

As someone in
Sales Management

| want to....
(Description of
what | want to do)

-

| want to

have a single version of the sales
proposal that everyone has
access to rather than managing
multiple versions in email

Using...
(Specific application
of the technology)

®

Using
Microsoft Teams to conduct
meetings & centrally store and
share a single version of a sales
proposal that my team can edit
together using co-authoring in
Word and PowerPoint

©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.

I'll know this is

successful when....
(Solutions success
measure)

i

I'll know this is

successful when
my sales team creates proposals

more easily, giving them more
time to close deals

A




Questions to consider before production

L Can you distinguish your pilot and test data from production? For example, did you
design a Governance Foundation like:
L Classification and naming conventions,
Decisions on how Teams are requested, approved, and created,
How policies are enforced, and
dHow Teams are being retained, expired, and disposed?

@
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Questions to consider before production

L Did you use what you learned to reprovision, migrate content, and delete the pilot
containers?

L Did you gather feedback from your pilot users?

L Did you establish a communications and training strategy when moving to
production?
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Questions to consider before production

O Did you involve support so this important department is trained and aware of
what's going to be in production?

 Did you establish buy-in from business leadership/stakeholders?

1 Do you have all the tech foundation in place and are all the appropriate licenses
activated?

@
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Develop Production Deployment Plan

 Identify use cases for Teams « Review pilot learnings * Launch use cases company wide
« Engage leadership and secure  Identify what works and what * Encourage leadership to
buy-in doesn't with use cases then consistently promote and adopt
modify the use cases
« Develop rules of engagement
and how-to resources » Configure Teams to support use « Showcase and highlight wins of
cases for company wide adopting Teams
deployment
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How We Can Help You
Teams Governance Assessment

Teams Governance Pilot

Define and Clarify Governance in the context In addition to Teams Governance Workshops, Provide a detailed analysis of the current state
of Teams, help identify goals of Teams in the AvePoint will help provide a Starter Teams and the tools and techniques to implement IT
organization. With this tailored and interactive Governance Policy outline, along with a Best governance. Map key business units to our
workshop, understand Teams best-practices Practices Assessment and a mapping exercise analysis of 1A, O365 tools, and governance
and get started on the right path with a of 3x Business Units to Governance policies recommendations. Execute a Governance
pointed recommendations summary. for Teams use cases. Pilot/POC using 0365 and AOS.
*  Workshop Materials +  Completed Workshops «  Completed Workshops
. Meeting Notes *  Summary Meeting Notes *  Summary Meeting Notes

. Executive Summary (PPT) . Executive Summary (PPT)

. Best Practices Assessment (DOC) . Strategic Roadmap (DOC)

«  Starter Governance Policy Outline Breakdown of O365 Tools

Info Architecture Analysis

User Adoption Methodology

Governance Policy Outline

Roadmap and Recommendations
. Governance POC (0365 and AQS)

A
©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc.




Mood Scale: How Are You Feeling?

Sad, In the Middle, Mot Happy,
epressed, Happy nor Sad High,
Dawn Awesome,
Great

>

O 1 23 4 5 67 8 9 10
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