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Our cloud services are a FedRAMP (Moderate) Authorized SaaS
solution for use across all agencies. We received agency-
sponsored authority to operate (ATO) in April 2021.
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Global single role administration decreases
X service satisfaction and increases security

risks

T depa rtments need to: Hard to audit and confirm what each

T admin updated or changed
Increase agility
and manage

- - Unable to get a clear picture on how the
I n fo r m a t I o n organization leverages Microsoft 365

Manual processes for routine IT admin
requests and activity
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Align Your Operations and
M365 Admin Center

Global single role administration decreases
service satisfaction and increases security
risks

Use Case: Multi-national organization
with local IT support

 You hire someone to support your
users located in Germany

« The new hire now has access to all your
users globally and for every service

« M365 is now warning that you have too
many admins and putting the tenant at
risk

<« X

Manage admin roles

Alex m = selected

Admin roles give users permission to view data and complete tasks in admin -
centers. Give users only the access they need by assigning the least-permissive
rale.

Learn more about admin roles

O User (no admin center access)

" A
(®) Admin center access

Global readers have read-only access to admin centers, while Global admins
have unlimited access to edit all settings. Users assigned other roles are more
limited in what they can see and do.

@ Your org has 15 global admins. Global admins are attacked twice as often as >
other accounts, so you should have fewer than 5. To protect data and
devices, assign a limited role instead.See global admins.

D Exchange Administrator (i)
Global Administrator (i)

D Global Reader (i)

I:\ Helpdesk Administrator (i)

D Service Support Administrator (1)
D SharePoint Administrator (1)

D Teams Administrator (3)

How many admins do you have?

Jave Likdl iy
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Align Your Operations and
M365 Admin Center

Hard to audit and confirm what each admin
updated or changed

Use Case: Dedicated agency IT admin
within a government entity

« The admin opens the Teams admin
center

« Without realizing it the agency's IT
admin changes a tenant wide setting
switching the Giphy rating from “Strict”
to “No Restriction”

 Since this admin activity is not logged,
when you view compliance center you
would not know this this setting was
changed, or who made the mistake.

i1 Microsoft 365 compliance
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Teams policies

Team templates
Templates policies
Teams update policies
Teams upgrade settings
Users

Teams devices

Teams apps

Meetings

Messaging policies
Voice

Locations

Policy packages

Planning

IP Address

Global

User Activity Item 1

coby.liang@AvePointEMEA.onmicroso... Consent to application, ebbcdcd5-3513-4918-936f-e1584cch9...

cobyliang@AvePointEMEA.onmicroso... Add app role assignment grant to user. ebbcdc95-3513-4918-936f-21584cch9...

cobyliang@AvePointEMEA.onmicroso... Add delegated permission grant aph.microsoft.com/h..

coby.liang@AvePointEMEA.onmicroso...  Add app role assignment to service pr...  hitps://microsoftsharepoint-df.com;0.

Add a description so you know why it was created

Owners can delete sent

Delete sent messages

Delete chat

Edit sent messages

Read receipts

Chat )

messages ® off
@ on
@ on
@ o

User controlled

@ on

Giphy in conversations

Giphy content rating

@ on

Strict

Memes in conversations
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AvePoint is building

A new role-based
application to scale
the management of
users, process and

data

Introducing Entrust

Scaled Administration Permissions

Tailor and delegate administration across your tenants
without requiring elevated M365 permissions in one
admin center (i.e. global admin permissions)

Monitor Administrator Activity

Easily audit all admin activity within M365 applications
using trend charts and set access control for either
tenant or scope

Tackle Issues Quickly

Have your administrators get to the root of an issue and
fix quickly with dashboards and reports

A AvePoint
22 Entrust P



M365 Management That Fits Your Business Needs

Microsoft Tenant(s)

User Management
Guest Management
Audits

Global IT Reports
Department

&0
(o @ o) One tenant organization
=== . Departments/Agencies
 IT groups (i.e., Exchange team,
SharePoint team)
 Location
 Tiered help desk support

SCENARIO

Multi-tenant organization
+ Merger & Acquisitions

» Subsidiaries

* Business units

* Location

o0—0
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(@)
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https://www.avepoint.com/company/privacy-shield-policy
https://www.avepoint.com/company/privacy-shield-policy

How We Do It

22

Control

Right-Size Administration

Tailor and delegate
administration by service,
function, and scope without
giving global permissions

\_/

Insights into how users are
leveraging M365 (i.e., device
access, most used apps)
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Visibility

Actionable Insights

Consolidated dashboards by
application, user or Group.
That will lead the admin to act
on that information

\_/

Audit all admin activity within
M365
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