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Back Up & Restore with Microsoft Teams: Even While Remote!
Reduce the load on your IT admins while enabling users to restore lost or deleted content and tasks in Teams!
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Today’s Speakers
John Hodges
VP of Product Strategy

John is focused on developing solutions 
that address modern data protection 
needs for organizations worldwide, 
working with many Fortune 500 
companies to drive sustainable adoption 
of Microsoft technology.

Hunter Willis
Product Marketing Manager

Hunter is the President of the Richmond 
SharePoint User Group. He is a top 
contributor for AvePoint’s blog as well as 
CMS Wire, and has been featured in over 
a dozen publications, most notably the 
Wall Street Journal.
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Goal: Protect Teams, Simplify IT 

1. What are we protecting against? 
2. What are my native options? 
3. What should I really be worried 

about protecting?  
4. Creating a backup and recovery 

strategy that scales!



1. What are we protecting against? 



… …
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More Common Data Loss Events…
User-Driven Errors

“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot their retention policy!”
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Outages can happen! 

http://www.cloudpro.co.uk/it-infrastructure/7658/microsoft-suffers-global-outage-to-azure-and-office-365-services
https://rcpmag.com/articles/2018/09/04/microsoft-cloud-outage-datacenter.aspx

http://www.cloudpro.co.uk/it-infrastructure/7658/microsoft-suffers-global-outage-to-azure-and-office-365-services
https://rcpmag.com/articles/2018/09/04/microsoft-cloud-outage-datacenter.aspx
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Case Study: Ransomware

Walls Construction Protects Critical Data From 
Ransomware Attack With AvePoint Cloud Backup

Following their roll out of Office 365 and SharePoint Online, Walls experienced an 
incident with one of their members of staff being hit with a malicious ransomware 
attack. The staff member’s OneDrive was replicated and then deleted, resulting in the 
complete loss of that user’s data.

“With the amount of control that Office 365 brings to end users, it is not realistic for a 
company to completely monitor every deletion. So we had to have a way to very quickly 
and easily recover from something like this, and began evaluating Office 365 backup 
products…” https://www.avepoint.com/case-studies/walls-construction

https://www.avepoint.com/case-studies/walls-construction


1. What are we protecting against? 
 Basic user-error (lost / corrupt files)
 Admin error (data loss / settings issues)
 “Worst Case” scenarios (outages)



2. Wait… doesn’t Microsoft protect me? 
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Native tools and coverage 
Out-of-the-box tools

• Version Control (minimum 100)
• Recycle Bin (93 days total)
• Deleted E-mail (14 days default – 30 max)

• Soft-delete Sites / Groups / Teams (30 days)
• Retention settings (legal holds)
• “Files Restore” – OneDrive / Sites / Teams 
• Restore from Microsoft Backup (14 days)

Scenario
 User Error, document corruption
 User Error, document deletion
 User Error, e-mail deletion

 Owner / Admin error, deletion
 Legal Retention Only
 Ransomware
 Corruption / Ransomware 

Hi
gh

 Im
pa

ct



But what about retention policies?
Retention Policies are designed to retain or 
delete content for legal compliance. 

Ubiquitous retention policies could prevent 
any files from being deleted, and would only 
cover the scenario of content being deleted by 
a user.

https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-email-retention/
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Microsoft helps, but can’t cover everything…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot the retention policy!”

ALL
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More Common Data Loss Events…
User-Driven Errors

“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Examples:
• Native versioning control in-client
• Native recycle bin settings in-browser
• Native “Files Restore” in Teams / OneDrive
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Example: Files Versioning / Recycle Bin
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Example: Native Recycle Bin Settings

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-
487b-9a0a-021b9062d14b#ID0EAAEAAA=Online

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAEAAA=Online
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Example: Files Restore for OneDrive
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Example: Files Restore for Teams
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Example: I’ve deleted a planner task…
No safety net for some user content:
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Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot their retention policy!”

More Common Data Loss Events…

Examples:
• Native second-level recycle bins
• Native restore requests
• Native soft-delete policies



What 
about 
Sites, 
Groups 
and 
Teams?

OBJECT LEVEL 
RESTORE ONLY

LIMITED TIME (MAX 90 
DAYS)

MAY REQUIRE 
SUPPORT TICKET FILED 

WITH MSFT

ADMIN RESTORE MAX 
30 DAYS

ZERO GRANULARITY-
ENTIRE OBJECT 

REVERTS
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Example: Recovering from Soft-Delete
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Example: Project Cleanup Activities
Recovering from lost Project Sites 

https://www.epmpartners.com.au/blog/recover-deleted-project-collaboration-site-project-online/

https://www.epmpartners.com.au/blog/recover-deleted-project-collaboration-site-project-online/
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Native tools and coverage 
Out-of-the-box tools

• Version Control (minimum 100)
• Recycle Bin (93 days total)
• Deleted E-mail (14 days default – 30 max)

• Soft-delete Sites / Groups / Teams (30 days)
• Retention settings (legal holds)
• “Files Restore” – OneDrive / Sites / Teams 
• Restore from Microsoft Backup (14 days)

Scenario
 User Error, document corruption
 User Error, document deletion
 User Error, e-mail deletion

 Owner / Admin error, deletion
 Legal Retention Only
 Ransomware
 Corruption / Ransomware 

Hi
gh

 Im
pa

ct



2. What does my policy cover? 
 Basic user-roll back for document versions
 Temporary admin “soft-delete” protection
 “Worst Case” roll-backs via Microsoft support



3. What should I be worried about?
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Who has you covered? 
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Your responsibility for backup
Microsoft Protection
 Loss of service due to hardware or 

infrastructure failure
 Loss of service due to natural disaster 

or data center outage 
 Short-term user-error with recycle bin 

/ version history (including new 
OneDrive “Files Restore”)

 Short-term administrative error with 
soft-delete for Groups, Mailboxes or 
services-lead rollback

Customer Responsibility
 Loss of data due to departing 

employees and deactivated accounts
 Loss of data due to malicious insiders 

/ hacktivists deleting content
 Loss of data due to malware / 

ransomware  
 Recovery from prolonged outages
 Long-term accidental deletion 

coverage with selective rollback

*Forrester: “Backup Your SaaS Data – Because Most SaaS Providers Don’t”, Naveen Chhabra, December 2017

https://techcommunity.microsoft.com/t5/OneDrive-Blog/Announcing-New-OneDrive-for-Business-feature-Files-Restore/ba-p/147436
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Backup Data Must Be Offline!
Cybersecurity Maturity Model Certification (CMMC)

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf
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When to review your insurance policy…
1. You’re actively using Project or Planner

-Mistakes here can be difficult to recover from! Project sites, Planner tasks, etc. 

2. You’re rolling out SharePoint / Teams / Groups with 
end-users as “Owners”

-Helpful files restore can potentially impact all user’s content, open to all owners
-Permissions can be a slippery slope to manage for end-users!

3. You’re dealing with turn-over / clean-up but do not
actively place all employees on legal hold!

-Restore requests typically come AFTER soft-delete window has passed!
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3. What should I be worried about?
Missing SLAs for end-user recovery
 Potential high-impact scenarios with native restore
 Long-term recovery requests for user data
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What should I be worried about?
Taking infrastructure out of the picture, what do I need to look at 
when managing vendors for backup?
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… …

AvePoint Cloud Backup for Office365

Microsoft Teams Exchange Online SharePoint Online Planner

Team Chat

Team Channel

MS Teams 
Voice, Video, 
Meetings

User Mailboxes

Calendars

Group 
Conversations

Group 
Mailboxes

Planner
Task Comments

Sites, Lists, Libraries

User OneDrive

Group Files

Group Notebook

Team Files

Planner
Attachments

Plans

Buckets

Tasks

Team Planner

Office 365 Groups

Project OnlineExchange Public Folders

Primary Mailbox

Secondary Mailboxes

Project Online Sites

Power BI

Project for Web

Power Apps

Power Automate



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

… …

AvePoint Cloud Backup for Office365

Microsoft Teams Exchange Online SharePoint Online Planner

Team Chat

Team Channel

MS Teams 
Voice, Video, 
Meetings

User Mailboxes

Calendars

Group 
Conversations

Group 
Mailboxes

Planner
Task Comments

Sites, Lists, Libraries

User OneDrive

Group Files

Group Notebook

Team Files

Planner
Attachments

Plans

Buckets

Tasks

Team Planner

Office 365 Groups

Project OnlineExchange Public Folders

Primary Mailbox

Secondary Mailboxes

Project Online Sites

Power BI

Project for Web

Power Apps

Power Automate

Microsoft Teams

Team Channel

Team Files

Plans

Tasks

Team/Group

Channel Conversations

Team Mailbox

An
y 

or
 a

ll o
f t

he
se



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

CLOUD PLATFORM
AvePoint Cloud Backup

Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 
may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 
retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 
protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 
granular content in place or out of place – even to your file system or export as a PST!
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Global Cloud Footprint
12 Global Cloud Instances
Hyper Scale: Regional Redundancy; Cloud Service 
Resiliency; Data Residency Availability Geo 
Replication 

7 Million Office 365 Supported Seats
Providing Operational Efficiency for Office 365

99.5% Availability | 24/7 Support
Uptime backed by Microsoft Azure and 
World-Class Support

Managing 20PB+ 
Customer Data Worldwide
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Is the security 
program based on 
any standard or 
best practice and 
how often are your 
information security 
policies reviewed 
and updated?

INFOSEC

You can view the third-party certification on our website:
https://www.avepoint.com/company/privacy-and-
security/

Our ISMS policies and procedures are reviewed least 
annually. Additionally, internal audits are conducted 
annually, and AvePoint is subject to annual third-party 
surveillance audits to prove ongoing compliance. 

Yes. AvePoint is ISO 27001:2013 certified. 

FAQ

https://www.avepoint.com/company/privacy-and-security/
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Are there hidden costs to backup?
What does maintenance typically look like when managing restores?
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CLOUD PLATFORM
AvePoint Cloud Backup

Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 
may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 
retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 
protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 
granular content in place or out of place – even to your file system or export as a PST!
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CLOUD PLATFORM AVA: AvePoint’s Virtual Assistant

Give users a place to look for lost content:
• Filenames that can’t be found
• Documents modified recently
• Broken URLs to documents and files 
• Lost e-mails that can’t be searched in Exchange / 

Outlook

Highlight quick-wins to limit support calls:
• Identify version history, first and second level recycle 

bins, soft-deleted content
• Identify recent data in AvePoint’s backup data sets
• Fully security-trimmed to each user
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CLOUD PLATFORM Delegated controls to empower users

Work with security teams
• One backup SLA, but many ways to restore
• Divide by country, department, title, 

division, etc.
Identify service administrators

• Give Exchange teams access to e-mail
• Give SharePoint teams access to Groups / 

Teams
Delegate help-desk calls

• OneDrive and Mailbox request can go to 
lower-level help-desk administrators



Let’s Recap!
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Microsoft helps, but can’t cover everything…

User-Driven Errors
“I’ve misplaced a document… the URL I have doesn’t work anymore!”
“The document version I have is corrupted, all my changes are missing!”
“I accidentally deleted a planner task, I can’t find the history anymore!”

Admin-Driven Errors
“I’ve updated the apps on my site, but I need to roll back some changes.”

“I’ve broken the inheritance on my site, people can’t see my files anymore!”
“A user left the company 6 months ago, but we forgot the retention policy!”

ALL
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Your responsibility for backup
Microsoft Protection
 Loss of service due to hardware or 

infrastructure failure
 Loss of service due to natural disaster 

or data center outage 
 Short-term user-error with recycle bin 

/ version history (including new 
OneDrive “Files Restore”)

 Short-term administrative error with 
soft-delete for Groups, Mailboxes or 
services-lead rollback

Customer Responsibility
 Loss of data due to departing 

employees and deactivated accounts
 Loss of data due to malicious insiders 

/ hacktivists deleting content
 Loss of data due to malware / 

ransomware  
 Recovery from prolonged outages
 Long-term accidental deletion 

coverage with selective rollback

*Forrester: “Backup Your SaaS Data – Because Most SaaS Providers Don’t”, Naveen Chhabra, December 2017

https://techcommunity.microsoft.com/t5/OneDrive-Blog/Announcing-New-OneDrive-for-Business-feature-Files-Restore/ba-p/147436
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CLOUD PLATFORM
AvePoint Cloud Backup

Unlimited, automated backup for your Microsoft Cloud assets

Simple dashboard display gives immediate insight into what services are covered – and where you 
may be exposed. Whether you bring your own storage – or use AvePoint’s Azure storage – you 
retain full control over your protected content!

Granular restore, in or out of place

Visibility and control over protected content

Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 
protect content as your organizational needs dictate. 

Search for and filter content for restore based on properties—including content type, owner, date 
created, file size, parent list name, parent folder name, email subject, date sent, and more. Restore 
granular content in place or out of place – even to your file system or export as a PST!
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Don’t just take our word for it… 
Check out the evidence for yourself!

https://www.avepoint.com/resources/customer-review/

“We wanted the ability to back up 
files to multiple cloud platforms, 
and AvePoint was the only one 
who had the capability to do 
that.”

Kevin Tsuei
Technology Practice Director

“[AOS] ensures there is no 
potential to lose any of our 
SharePoint Online data in the 
future.”

James Dickinson
Chief Information Officer

“[AvePoint Online Services] gives us 
assurance that if documents go 
missing or we run into problems 
within our Office 365 environment, 
we have a full backup available in the 
cloud along with granular content 
restoration abilities to minimise
business disruption.”

John Baddiley
Senior Business Manager

https://www.avepoint.com/resources/customer-review/
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CLOUD PLATFORM

https://www.avepoint.com/unlimited-cloud-backup-ebook/



www.AvePoint.com

Sales@AvePoint.com | +1 800.661.6588 
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