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Why Backup Microsoft 365
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Why would 
you backup 
the cloud?

Isn’t that why I went with a cloud service?

Doesn’t my cloud provider have me covered?

Do I really need it?

How would I do that anyway?
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Native tools and coverage 

• Version Control (minimum 100)

• Recycle Bin (93 days total)

• Deleted E-mail (14 days default – 30 max)

• Soft-delete Sites / Groups / Teams (30 days)

• Retention settings (legal holds)

• “Files Restore” – OneDrive / Sites / Teams 

• Restore from Microsoft Backup (14 days)

• User Error, document corruption

• User Error, document deletion

• User Error, e-mail deletion

• Owner / Admin error, deletion

• Legal Retention Only

• Ransomware

• Corruption / Ransomware 
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Out-of-the-box tools Scenario
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Who has you covered? 



Regulations Mandate Backups!

Cybersecurity Maturity Model Certification (CMMC)

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_201912
09.pdf

https://www.acq.osd.mil/cmmc/docs/CMMC_Version0.7_UpdatedCompiledDeliverable_20191209.pdf
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Your responsibility for backup

• Loss of data due to departing employees and 
deactivated accounts

• Loss of data due to malicious insiders / 
hacktivists deleting content

• Loss of data due to malware / ransomware 

• Recovery from prolonged outages

• Long-term accidental deletion coverage with 
selective rollback

Customer Responsibility

• Loss of service due to hardware or 
infrastructure failure

• Loss of service due to natural disaster or data 
center outage 

• Loss of service due to natural disaster or data 
center outage 

• Short-term administrative error with soft-delete 
for Groups, Mailboxes or services-lead rollback

Microsoft Protection



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

AvePoint Cloud Backup
CLOUD PLATFORM

Unlimited, automated backup for your Microsoft Cloud assets
Automatic backups, up to 4X per day, for Dynamics 365, Office 365 - SharePoint Online, OneDrive 
for Business, Exchange Online, Project Online, and Groups. Unlimited options give you flexibility to 
protect content as your organizational needs dictate. 

Visibility and control over protected content
Simple dashboard display gives immediate insight into what services are 
covered – and where you may be exposed. Whether you bring your own 
storage – or use AvePoint’s Azure storage – you retain full control over your
protected content!

Granular restore, in or out of place
Search for and filter content for restore based on properties—including content type, 
owner, date created, file size, parent list name, parent folder name, email subject, date 
sent, and more. Restore granular content in place or out of place – even to your file 
system or export as a PST!
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Automated backup 
across Office 365 
workloads



The Value of Data

1



What is Your Data Worth?
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Exploring Common Data Loss Events:

I’ve misplaced a document… the URL I have 
doesn’t work anymore!

The document version I have is corrupted, all 
my changes are missing!

I accidentally deleted a planner task, I can’t find 
the history anymore!

User-Driven Errors

I’ve updated the apps on my site, but I need to 
roll back some changes.

I’ve broken the inheritance on my site, people 
can’t see my files anymore!

A user left the company 6 months ago, but we 
forgot their retention policy!

Admin-Driven Errors

 

  

  

  

  

  

  

  

  

  

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Data Loss Events Caused By Users:

I’ve misplaced a document… the URL I have 
doesn’t work anymore!

The document version I have is corrupted, all 
my changes are missing!

I accidentally deleted a planner task, I can’t find 
the history anymore!

User-Driven Errors Office 365 Solutions:

Native “Files Restore” in Teams / OneDrive

Native recycle bin settings in-browser

Native versioning control in-client
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Example: Files Versioning / Recycle Bin



©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

Example: Files Restore for OneDrive
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https://www.epmpartners.com.au/blog/recover-deleted-project-collaboration-site-project-online/

Example: Project Cleanup Activities

Recovering from lost Project Sites 
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Example: I’ve deleted a planner task…

No safety net for some user content:
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Data Loss Events Caused By Admins:

I’ve updated the apps on my site, but I need to 
roll back some changes.

I’ve broken the inheritance on my site, people 
can’t see my files anymore!

A user left the company 6 months ago, but we 
forgot their retention policy!

Admin-Driven Errors

 

  

  

  

  

  

  

  

  

  

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

   

Office 365 Solutions:

Native soft-delete policies

Native restore requests

Native second-level recycle bins
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Example: Native Recycle Bin Settings

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAEAAA=Online

https://support.office.com/en-ie/article/restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAEAAA=Online


What 
about 
Sites, 
Groups 
and 
Teams?

OBJECT LEVEL 

RESTORE ONLY

LIMITED TIME (MAX 90 

DAYS)

MAY REQUIRE 

SUPPORT TICKET FILED 

WITH MSFT

ADMIN RESTORE MAX 

30 DAYS

ZERO GRANULARITY-

ENTIRE OBJECT 

REVERTS
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Example: Files Restore for Teams
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Example: Recovering from Soft-Delete



The Cost of Data Loss
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Big picture: the cost of an outage

Data loss can happen anytime — & it’s usually when you least expect it

$200 
$245 

$380 

Education Finance Healthcare

Think you’ve got your data covered? Think again. It’s not just 
cybercriminals…there are other causes of loss too, including: 
hardware or system malfunctions, human error, software corruption, 
computer viruses, and natural disasters too! It all adds up… 

Average lost or stolen record per industry ($)

60% of small businesses that 
lose data will shut down 
within six months**

Only 13% of organizations are 
prepared to handle data loss 
and ransomware attacks**

50,000 compromised records 
results in a data breach of 
$6.3 million*

* Ponemon Institute’s 2017 Cost of Data Breach Study
** Carbonite Research 2017
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Securing Critical Data

• Cybercrime is rapidly expanding—securing data should be a top priority. Cybercrime’s cost 
is projected to hit $6 trillion  2021, making it the most profitable type of crime. 

“Cybercrime is the greatest threat to every company in the world”*

$445 Billion Cybercrime’s yearly cost to the global 
economy**

$2,300 Average loss per individual burglary in the U.S.**

$30,000,000 Largest bank robbery in U.S. history**
Cybercrime’s 

Global Expense • Almost 40% of information lost in data breaches in 2016 was personal financial info***

• Average ransomware demand has increased by 266% year over year***

• 1.1 billion identities were exposed in 2016***

*Ginni Rometty, IBM CEO **IBM Devenexus 2017 ***Symantec 2017 Internet Security Threat Report
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Case Study: Ransomware

Following their roll out of Office 365 and 
SharePoint Online, Walls experienced an incident 
with one of their members of staff being hit with a 
malicious ransomware attack. The staff member’s 
OneDrive was replicated and then deleted, 
resulting in the complete loss of that user’s data.

Source: https://www.avepoint.com/case-studies/walls-construction

Walls Construction Protects Critical 
Data From Ransomware Attack With 
AvePoint Cloud Backup

With the amount of control that Office 365 
brings to end users, it is not realistic for a 
company to completely monitor every deletion. 
So we had to have a way to very quickly and 
easily recover from something like this, and 
began evaluating Office 365 backup products…

https://www.avepoint.com/case-studies/walls-construction


The Cost of Backup
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Ways to Backup Cloud Data
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Hassle of Self Hosted

Time spent maintaining application servers and storage…

• Installing and configuring the platform

• Deciding on the best backup scope and 
schedule between full vs. incremental 
backups

• Monitoring for Office 365 throttling 
errors due to service account activity

• Repeatedly scaling and deploying the 
necessary servers to support this 
software

• Support and troubleshooting
*Calculation based on a combination of numerous market studies, 
our own market research, and compiled statistics from industries 
across nearly every vertical. 
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AvePoint Cloud’s Return on Investment

Cost of compute / VMs

Cost of 
network traffic

Cost of storage

Cost of maintenance / 
up-time

Customer-
owned security

Cost of 
software license

Legacy
Backup Cloud-to-Cloud

Backup

Dynamic resource 
availability

Automated patching and 
updates

ISO 27001:2013 
certified 

Azure datacenter 
networks 

Fixed subscription 
pricing

Unlimited Storage 



Quickly Restore Data
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What are your objectives?

• Acceptable amount of time for content to be 
restored

• Think:

• How much content can I restore in a period 
of time?

• How quickly will the business need this 
content

Recovery Time Objective

• Maximum acceptable timeframe from which 
data can be restored 

• Think:

• How recent should the backup be?

• How many backups do you want per day?

• How granular should the restore point be?

Recovery Point Objective
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Your benefits

Quick, on-demand recovery ensures 
you have access to data when you 

need it most. Backup up to 4X per day 
helps you meet aggressive RPOs. 
Restore offline even if the cloud 

service is down or corrupt! 

Store backup data with the storage 
provider of your choice – including 

AvePoint!

Bring your own storage, or take 
advantage of AvePoint’s unlimited 

offering to avoid storage limitations

Backup your Office 365 & Dynamics 
365 content from a single service. No 

need to rely on multiple backup 
vendors, or locate data across multiple 

cloud services for restore.

SLAs on Your Own TermsBackup Data OwnershipComprehensive Protection
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Delegated controls to empower users

• One backup SLA, but many ways to restore

• Divide by country, department, title, division, etc.

Work with security teams

• Give Exchange teams access to e-mail

• Give SharePoint teams access to Groups / Teams

Identify service administrators

• OneDrive and Mailbox request can go to lower-level help-desk 
administrators

Delegate help-desk calls



AVA: AvePoint’s Virtual Assistant

• Give users a place to look for lost 
content:
• Filenames that can’t be found

• Documents modified recently

• Broken URLs to documents and files 

• Lost e-mails that can’t be searched in Exchange / 
Outlook

• Highlight quick-wins to limit support 

calls:
• Identify version history, first and second level recycle 

bins, soft-deleted content

• Identify recent data in AvePoint’s backup data sets

• Fully security-trimmed to each user



Managing Data Growth
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Your Backup Needs = Your Business Needs



Retention Labels and Policies are designed to 

retain or delete content for legal or industry 

compliance. 

Data retention is not put in place to make sure 

the content can be restored if it’s needed. 

That’s the backup’s job as the copy of last 

resort.

Peter Marchetti’s 

post on our blog

But what about retention policies?

https://www.avepoint.com/blog/microsoft-teams/microsoft-teams-email-retention/


©AvePoint, Inc. All rights reserved. Confidential and proprietary information of AvePoint, Inc. 

How and Why to Backup Your Office 365 Tenant

https://www.avepoint.com/ebook/how-why-backup-office-365
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