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Click to edit 
Master title style
Second level
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Learn Key Concepts
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Plan Staged Rollout

Collaborate Externally 

Simplify Groups Management

Explore Identity Governance



Enable communications in a secure 
and controlled manner

Share knowledge and information using 
email, calendaring, documents and more

Streamline the creation and use of 
collaboration features

Leverage self-service capabilities 
to reduce costs and save time

Office 365 
Groups
Powering Collaboration 
Across Microsoft 365



Learn Key Concepts



Powering collaboration Across Microsoft 365 

Azure Active Directory

Centrally managed, secured, and governed

22+ Apps

Office 365 Groups

Advanced sharing Partner ecosystem

Membership service for Microsoft 365 teamwork apps
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Example: When Creating a Team …
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Governance Discipline

Exploration
Review Office 365 Groups concepts

Self-service 
Provisioning

Policies: 
Expiration, 
Deletion & 
Retention

Fix policy violations like 
Ownerless Groups

Rationalize 
redundant groups 
across apps

Report Monitoring

Pilot
Controlled participation
Establish Group Governance Processes
Identify Graph APIs for custom flows

Controlled Rollout
Identify key administration configurations
Assess Data Retention & Classification policies
Identify end-user trouble spots
Build end user education
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Tenant-wide Rollout

Office 365 Groups 
Lifecycle

Office 365 Groups lifecycle & adoption



Establish Governance Strategy
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How are workspaces 
requested, approved 

and created

For collaborative workspaces, customers want to govern:

What do I need to govern?

Provisioning

How are availability, 
compliance and 

changes over time are 
managed

Management

How do I 
retain/expire/dispose of 

workspaces as 
appropriate

Lifecycle



Office 365 
Groups Tools to 
deploy at scale

Creation permissions

Naming policy

Expiration policy

Soft delete and restore

Upgrade DLs to groups in Outlook

Reporting

Policies and information protection

Access packages

“

”

https://support.office.com/article/Manage-who-can-create-Office-365-Groups-4c46c8cb-17d0-44b5-9776-005fced8e618?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
http://aka.ms/whyupgradedls
https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Overview-of-retention-policies-5e377752-700d-4870-9b6d-12bfc12d2423?ui=en-US&rs=en-US&ad=US
https://support.office.com/article/Guest-access-to-Office-365-groups-Admin-Help-7c713d74-a144-4eab-92e7-d50df526ff96?ui=en-US&rs=en-US&ad=US


Naming Policy



Group naming 
policy

Benefits

Tips

Documentation: Office 365 Groups Naming Policy

https://support.office.com/article/Office-365-Groups-Naming-Policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552






Expiration Policy



Group Lifecycle Management – A Balancing Act

Prevent Group Sprawl 

Retain Group 
Knowledge

Information Asymmetry
Administrators do not know 

which groups are actively 
used



Expiration Policy – Lifecycle management on auto-pilot!

Enrico visits a 
Teams channel

Patty sends an 
email to an 

Outlook Group

Contoso Marketing 
Office 365 Group

Office 365 Group
=

Group automatically 
renewed by one lifetime

Auto-renewed!

Megan edits a 
document in 
SharePoint

User Activity

Activity Based Expiration 



Group expiration policy 

Benefits

New!

Tips

Documentation: Office 365 Group Expiration Policy |  Configure Office 365 groups expiration | Tech Community Blog

https://support.office.com/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-groups-lifecycle-azure-portal
https://techcommunity.microsoft.com/t5/Office-365-Blog/User-Activity-based-Expiration-Policy-for-Office-365-groups-is/ba-p/942877
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Extend Governance Capabilities



Plan Staged Rollout
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Why Conduct a Pilot?



Empowering users with self-service

Limited to a subset of users

Enabled for all users

Common
Processes in place
Change management
Reporting & monitoring
Analytics



Create Allow List 
of Users for 
Group Creation

#Create Security Group via Azure Portal

$GroupName = "Allowed To Create Groups"

#Allow users in the Security Group to create Office 365 
Groups

$AllowGroupCreation = "False" 

$settingsObjectID = (Get-AzureADDirectorySetting | Where-object -
Property Displayname -Value "Group.Unified" -EQ).id

if(!$settingsObjectID){ 
$template = Get-AzureADDirectorySettingTemplate | Where-object 

{$_.displayname -eq "group.unified"}

$settingsCopy = $template.CreateDirectorySetting()
New-AzureADDirectorySetting -DirectorySetting $settingsCopy
$settingsObjectID = (Get-AzureADDirectorySetting | Where-object -

Property Displayname -Value "Group.Unified" -EQ).id
}

$settingsCopy = Get-AzureADDirectorySetting -Id $settingsObjectID
$settingsCopy["EnableGroupCreation"] = $AllowGroupCreation

if($GroupName){
$settingsCopy["GroupCreationAllowedGroupId"] = (Get-

AzureADGroup -SearchString $GroupName).objectid}

Set-AzureADDirectorySetting -Id $settingsObjectID -DirectorySetting
$settingsCopy



Example: Automate Self-Service Governance



Monitor Adoption with Group Reporting

Benefits

Guidance

Documentation: Office 365 Reports in the admin center | Office 365 Adoption content pack | Azure AD content pack

https://support.office.com/article/Office-365-Reports-in-the-admin-center-Office-365-groups-a27f1a99-3557-4f85-9560-a28e3d822a40
https://support.office.com/article/Office-365-Adoption-Content-Pack-77ff780d-ab19-4553-adea-09cb65ad0f1f
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-power-bi-content-pack-how-to




Collaborate Externally
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How we’ve shared externally in the past…

Contoso Fabrikam
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And this is even more common…

Contoso Fabrikam



Guest access layers
AAD Settings
• Lots of options

O365 Security and 
Privacy Setting
• On/Off

Group Settings
• 2 Options

Teams Settings
• MUCHO options

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist

https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist


In Teams, be careful with your “guest” and “external” terminology

https://docs.microsoft.com/en-us/microsoftteams/guest-experience

https://docs.microsoft.com/en-us/microsoftteams/guest-experience
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Example: Teams Guest Access Capabilities
Capabilities Teams User Guest User

Create channels X X

Participate in a private chat X X

Participate in a channel conversation X X

Post, delete, and edit messages X X

Share a channel file X X

Share a chat file X

Add apps (tabs, bots, connectors) X

Create tenant-wide and teams/channels guest access policies X

Invite a user outside the Office 365 tenant's domain X

Create team X

Discover and join public teams X

View org chart X

Note: Office 365 admins control the features available to guests.



@JohnConnected

Conditional access for guest users
You can enforce conditional access polices on guests just like you 
would for any other user

Can also have policies 
specific to guests



@JohnConnected

Configuring B2B settings in AAD…



@JohnConnected

Enable Tenant Level Guest Access 
In the Office 365 Admin Center, go to Settings > Security 
& Privacy, choose Edit (under Sharing).



@JohnConnected

Enable External Sharing in AAD
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Enable Guest Access In Groups
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Invite External Members



Simplify Groups Management



The new Microsoft 365 admin center

Old admin center
New admin center







DEPARTMENT DEPARTMENT DEPARTMENT

EXTERNAL
SHARING

EXPIRATION/
RETENTION

ALLOW THESE USERS
TO CREATE A TEAM

RECERTIFY
MEMBERS

6 Months
after last accessed

12 Months
after last accessed

9 Months
after last accessed

All requests through 
Central IT

All requests through
Department IT

Only Joe, Sally, and
Harold can create

after

3 Months
after

6 Months
after

12 Months

No external sharing External sharing allowed in: External sharing only allowed in:

X
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Focus on 
Business 
Scenarios



AvePoint MyHub
for Office 365

Easily find the right tools for whatever 
you need and get them faster:

A simplified catalog of Office 365 services tailored to you

Answer basic questions to be guided to the right services 

Governance is built into each request and service – there 
are no extra steps!

Request, approve, renew and more 
without ever leaving Teams! 

AvePoint MyHub for Office 365

https://www.avepoint.com/products/cloud/office-365-governance/


Explore Identity Governance



Entitlement 
Management



Entitlement Management

Documentation: Entitlement Management | Access Packages 

Benefits Tips

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/governance/entitlement-management-access-package-settings.md






What we covered

Learn Key Concepts

Establish Governance Strategy

Plan Staged Rollout

Collaborate Externally 

Simplify Groups Management

Explore Identity Governance
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Let’s Connect

Michael McLean
linkedin.com/in/michaeltmclean
twitter.com/mikemcleanlive

Dux Raymond Sy
linkedin.com/in/meetdux
twitter.com/meetdux



Gracias

Merci
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