AvePoint

Compllonce
N Guardian

For Microsoft SharePoint

Make your Microsoft® SharePoint® environment like Dropbox, Google Drive, and even Microsoft 365
by enabling two-way collaboration and external sharing without exiting SharePoint.
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SharePoint
Secure Share

Enable two-way collabo-
ration and external
sharing directly from
on-premises SharePoint
and Microsoft 365.
Without ever having to
download and re-upload
content, external users
can edit and sync changes
back to your environment
from Office on mobile
devices and desktop
browsers.

SharePoint
Productivity

Eliminate the need for
multiple sharing systems
by giving end users the
power to collaborate and
increase productivity.
Without slowing down to
use multiple sharing
platforms, SharePoint
becomes the single point
of access for all your
organization's content.

SharePoint Secure Share

Secure
Collaboration

By combining a secure
container with the familiar
interface of Office,
Perimeter exposes only
the content that is
allowed for external
sharing according to the
rules you set and based
on document meta tags.

Secure Remote &
Mobile Access

Empower a mobile
workforce with secure
remote access to Share-
Point content and editing
capabilities through a
secure container on
personal devices —
anywhere, anytime.
Perimeter Mobile App is
available on Windows,
iTunes, and Google Play
app stores.

AvePoint Perimeter extends the collaboration power of on-premises SharePoint and Microsoft 365, increasing user

productivity by allowing them to work with anyone from a single content repository. Best of all, you maintain security
over the content with robust administrator options.




SHAREPOINT SECURE FILE SHARE

Securely collaborate with external partners directly from
on-premises and online SharePoint by extending view,
secure edit, delete or download rights. Share content at the
library, folder, or document level.

Set file or library share duration with auto expiration. Share
with external users with a variety of access levels, including
read-only, download, delete or secure-edit using Office.

Allow remote or external collaborators to edit or comment on
shared content within Office on mobile devices and desktop
browsers, all without publicly exposing SharePoint content.

Extend upload rights to external collaborators, allowing
uploads of edited or net new files directly into your
Perimeter-enabled libraries.

Create and manage user- and group-based rules to restrict
external sharing options for internal users, as well as define
what permissions a user or group can grant when external-
ly collaborating.

Create rules that enable or disable external sharing based
on document metadata such as file name, file type, and
tags for all Perimeter-enabled libraries.

Multiple options for sharing files including anonymous access,
one-time passcode or by requiring registration and sign-in.

SHAREPOINT ACCESS MANAGEMENT

Centralize control for AvePoint Perimeter administrators to
define where and how sensitive documents are viewed or
accessed.

Easily manage external user accounts and define password
requirements for accessing the external portal within the
AvePoint Perimeter Manager.

Track, monitor, and get alerts on suspicious content
access — including irregular access, download, or sharing
behaviors — for all content residing in AvePoint Perimeter's
secure container.

Generate and export granular, customizable reports of
SharePoint activity, including content access, sharing, and
downloads.

TECHNICAL OVERVIEW AVEPOINT PERIMETER FOR MICROSOFT SHAREPOINT

ADDITIONAL INTERNAL PRODUCTIVITY FEATURES

Authenticate users with a single-use, limited-time-access
passcode or by scanning a QR code with the AvePoint
Perimeter application.

Enhance security by configuring two-factor authentication
for external users.

Add additional access controls and enhance security to any
Active Directory Federation Services (ADFS) capable
application — including Microsoft 365™, Microsoft®
Dynamics CRM Online, Microsoft® Dynamics ERP Online,
as well as the Windows Azure management console — by
deploying AvePoint Perimeter as part of an ADFS installation.

Restrict access to remote SharePoint content via AvePoint
Perimeter application’s multi-factor authentication.

Remotely wipe all stored or cached documents and data —
as well as all user activity performed within the application
—in the event of a breach, loss of device, or employee
turnover.

NON-SHAREPOINT SECURE FILE SHARE
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Users can upload files directly to Perimeter's “My Drive” to
share with external parties. Perfect for those seeking a
secure, on-premises alternative to cloud-based file sharing
solutions.

SUPPORTED TECHNOLOGIES

Supports on-premises versions of Microsoft SharePoint
2019, 2016, 2013, and 2010, SharePoint Online, OneDrive
for Business, as well as Microsoft Project 2013 and 2010.

Remotely access SharePoint through the following
supported browsers: Internet Explorer®, Edge, Chrome™,
Safari, and Firefox®.

Remotely access SharePoint through the following
supported mobile devices: iPad, iPhone, iPod Touch (iOS 5
and newer versions), Android™ platform (Gingerbread 2.3
and newer versions), and Windows Phone.

For a comprehensive list
of new features in this How to Buy AvePoint Products

release, please review the
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AvePoint Account Portal.
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