Product Brochure

AVEPOINT COMPLIANCE GUARDIAN

KNOW YOUR DATA

KEY BENEFITS

@ DATA IDENTIFICATION

N\

Set the right level of protection
for the right data with
context-aware reporting,
notification, and classification —
preventing regulatory
violations across SharePoint,
Exchange, file shares,
databases, websites, cloud
platforms including Office 365,
Box, Dropbox and Slack, and
social platforms including
Skype for Business and
Yammer.

Real-time scans promptly and
accurately identify regulated
and sensitive data to mitigate
harmful leaks right away.

'- SHAREPOINT ANALYSIS
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Files go from critical to irrelevant
as more SharePoint content is
created and shared.

Scan the content within each file
to determine key information
such as sensitivity level,
ownership, and purpose. Let
users easily locate info they
need and your IT and
compliance teams can establish
the right procedures for
protecting and managing
SharePoint data from regulatory
violations or inappropriate
access.
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alg|  FILEANALYSIS

Analyze and define
unstructured data across
multiple platforms to prioritize
and declutter yours.

Identify redundant, obsolete,
and trivial (ROT) data to
improve performance and
reduce risk.

Determine service-level
agreements (SLAs) for backing
up critical documents and
establish rules for record
retention to organize and
optimize your data so you can
get the most out of your
collaboration platforms.

FROM WHERE IT LIVES TO WHAT IT IS

Scan and analyze file metadata and its contents so you can better sort and secure every file, block inappropriate content, and
protect your most valued assets. Continuously monitor your environment to identify and review data, and get alerted when
potential violations in privacy or permissions are detected so you can resolve threats before they become costly fines.



TECHNICAL OVERVIEW

= Real-time and scheduled scans identify and analyze files and content so you can map out data upon your queries with multiple filter
conditions including file type, age, size, ownership, location, and sensitivity level.

= Classify content with user-assisted or automated tagging via a Metadata Classification Engine.

= |dentify privacy or information security violations in files and assign by role and ownership so issues can be resolved by the right
people.

= Security-trimmed and heat-mapped reports prioritize risk by criticality and concentration.
= Report on access levels to ensure the right people can view, edit, download, and share specific information and file types.

= File history reports show all access and modification to pinpoint leaks.

O GUARDIAN Home Scan Manage Incident Management Center Control Panel Job Monitor admin~ A

Scan Records - Custom Filter v | H sae | v

Data Source: SharePoint On-.. ~  Owner: All v LastScan Time: 2017-08-0113... ~  Classification Code: All +  Risk Level: All v () More Filters

Test Suite : (EU-GDPR) Pers... = [ rest suite
[ITest suite Status
[ Action Taken

%) Export to Datasheet Columns +
[IName
Otag
O @ real +=  Notification Only (EU-GDPR) Personal Informa... jessica norman @ 0 Office 365 Group incidents
O @ g (EU-GDPR) Sensitive Persona... jessica norman @o D check
[ ocation
O g ing requirements, (EU-GDPR) Sensitive Persona... jessica norman Q21 Cliob o
[0 @ cds operations template standar.., == (EU-GDPR) Sensitive Personz... jessica nerman Q12 Dlasset D
[Jralse positive
O B alen - Delete intro_Testsuite, (EU-GDPR) Se.. yinghu Qo
Custom Filter in Scan Records
Scan Records: > Global CDS Benchmark Exercise_Atlanta Team Meeting_May 2014.pptx
FILTERBY  ScanTime:  2017-11-08 19:34:44 (v TestSuite! | (EU-GDPR) Sensitive [~
@) Start Incident Investigation [¥ Take Action
Scan Details  View Properties  Auditor ~ Permissions ~ Comments  History
SUMMARY SCAN INFORMATION
Original Location: https://avepointcn.sharepoint.com/sites/ O Test Suite: (EU-GDPR) Sensitive Persenal Information
Data Type: B sharepoint Online Sean Status: @ Passed
Created Time: 2017-10-11 13:54:44 (UTC+08:00) Beijing, Chongging, Hang Kang Risk Score: 0
Urumg
Legacy Risk: 0
Created By: Jessica Norman
Incident ID: N/A
Modified Time: 2017-10-11 13:54:44 (UTC+08:00) Beijing, Chongging, Heng Kang,
Urumg Scan Time: 2017-11-09 19:34:44 (UTC+08:00) Beijing, Chon
mai
Modified By: Jessica Norman
Asset ID: 672d1449-3d96-af51-2488-32959e66f72¢

Scan Summary
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How to Buy Compliance Guardian

E-mail: Sales@AvePoint.com 525 Washington Blvd. Suite 1400
Jersey City, NJ 07310

See why you should choose AvePoint as a strategic compliance partner, visit www.avepoint.com/about.
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